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Abstract:

Captive portals sit in front of billions of daily wireless sessions across guest networks, hotels, transit hubs,
retail venues, and prepaid mobile platforms, and yet their latency behavior has received little dedicated study.
End to end times from association to first useful page often run between five and ten seconds, with much of
the cost hidden inside parts of the pipeline that are owned by separate teams and tuned in isolation. This work
proposes the Tiered Portal Acceleration Architecture (TPAA), a three layer model that partitions the captive
portal stack into edge, regional, and core tiers, and pairs the model with a six stage decomposition of the
session establishment pipeline so that latency contributions can be measured and attacked at the right level.
Five techniques are described in detail: edge cached portal shells, distributed TLS session tickets that allow
handshake resumption at the edge, speculative pre provisioning of likely authentication outcomes, edge local
redirect generation, and optimistic session promotion with bounded asynchronous reconciliation. A simulated
workload of one million synthetic sessions shows median time to internet falling by 64 percent and the 95th
percentile dropping from 8.2 seconds to 2.4 seconds, with the user visible failure rate held below 0.05 percent
under injected gateway and provisioning faults. The model is incremental and does not require operators to
redesign their existing wireless access gateways.
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of Authorization, RFC 8908, web performance, session provisioning, network access gateway

1. Introduction

When a phone or laptop joins an open wireless network, it almost never gets full internet access right away.
The network drops the device into a holding state where most outbound traffic is blocked, and a captive portal
handles whatever the operator needs from the user before connectivity is granted. That can be a terms of
service click, a username and password, a voucher code, an SMS confirmation, or, in the case of prepaid
carriers and paid Wi-Fi, a full payment and plan selection. Hotels and airports were the original venues for
this pattern, but it now governs the entry experience for enterprise guest networks, retail stores, transit systems,
stadiums, and the visitor networks of large public infrastructure operators.

The pipeline that runs underneath this experience is not a single system. A wireless access gateway holds the
per session state and decides what traffic is allowed. An authentication backend validates whatever the user
submits. A billing or provisioning system, when one is involved, activates a plan or charges a card. A portal
web application paints the screens the user actually sees. Each of these pieces adds time, and the cumulative
wait between the user pressing a button and the browser loading something useful is rarely under five seconds
in unoptimized deployments. At the scale of an operator with thousands of access points and millions of
sessions per day, that wait turns into measurable abandonment, repeated reconnect attempts, and a long tail
of complaints about networks that feel slow even when the radio link is fine.

Most of the academic and industry attention on wireless performance has gone to the radio layer, to roaming
behavior between access points, and to backhaul capacity. The session establishment window between
association and usable connectivity, where the captive portal sits, has been treated as plumbing that each team
optimizes within its own boundaries. The portal team chases bundle size. The authentication team tunes
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RADIUS throughput. The gateway team works on session table contention. These local wins do not add up
to a coherent latency budget, and there is no shared vocabulary for talking about the pipeline as one thing.
Three contributions follow. First, a six stage decomposition of the captive portal pipeline that names the points
at which latency accumulates and pairs each stage with the techniques that can act on it. Second, the Tiered
Portal Acceleration Architecture, a three layer reference model that places each technique at the tier where it
can run without crossing trust boundaries. Third, a set of stage aligned optimizations including pre warmed
transport security sessions, speculative pre provisioning, and optimistic session promotion with bounded
asynchronous reconciliation. A simulated workload of one million sessions shows a 64 percent median
improvement in time to internet and roughly a 70 percent improvement at the 95th percentile, achieved
without changing the trust model of the underlying gateway.

2. Background: Anatomy of a Captive Portal Session

A captive portal session moves through several phases that span Layer 2 association, IP assignment,
redirection, authentication, and policy installation on the gateway. Each phase has its own failure modes and
its own opportunities for latency reduction, and a clear picture of the phases is the precondition for any useful
discussion of optimization.

2.1 Association and IP Assignment

The client first associates with the access point at the link layer. Once association succeeds, the gateway hands
out an IP address through DHCP and writes a session entry into its session table. The new session is flagged
as unauthenticated, and the gateway installs a restrictive policy that drops or redirects most outbound traffic.
A short allowlist usually permits DNS queries, traffic to the portal host, traffic to the operator certificate
authority, and traffic to the well known endpoints that operating systems probe to detect captive networks.

2.2 Captive Portal Detection

Operating systems probe a small set of known endpoints to figure out whether the network they have just
joined is open or captive. Apple devices send an HTTP request to a hotspot detection URL [11]. Android
devices send a probe that expects an HTTP 204 [12]. Windows clients fetch a small text file from a Microsoft
endpoint. When the response does not match what the operating system expects, the device concludes that a
portal is in front of it and either pops up a Captive Network Assistant browser or surfaces a notification that
asks the user to sign in. More recent specifications, including RFC 8908 [4] and RFC 8910 [3], define a
structured way for the network to advertise the portal URL through DHCP options or router advertisements,
and to expose a JSON API the device can query directly. Several operating systems now consume these
signals when they are present.

2.3 Redirection

Once the device tries to fetch something other than the portal, the gateway intercepts the request and returns
a redirect that points to the portal URL. RFC 6585 [1] defines the HTTP 511 status code for this purpose,
giving the network a clean way to signal that authentication is required, although in practice many gateways
still rely on a 302 redirect for compatibility. Some deployments lean on DNS interception instead, returning
the portal address for any unauthenticated lookup. Either way, the redirection path is sensitive to what the
client is doing. HTTPS requests cannot be transparently redirected without producing a certificate warning,
so the system has to fall back on operating system probes or on the structured RFC 8908 advertisement to
surface the portal cleanly.

2.4 Authentication and Provisioning

The portal collects whatever input the operator requires, which may be terms acceptance, account credentials,
a voucher code, an SMS one time password, or a payment method and plan selection. The portal backend
validates the input, sometimes by talking to billing or account systems, and produces a session policy. The
policy is sent to the gateway through a RADIUS [5] Change of Authorization message, defined in the dynamic
authorization extensions to the protocol [6], or through a vendor specific control plane API. Once the gateway
acknowledges the policy update, the session moves to authenticated and the restrictive ingress policy is
replaced with whatever the user plan or tier permits.
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2.5 Session Promotion and First Authenticated Packet

The last phase begins when the gateway flips the session state and hands control back to the client. The portal
usually shows a confirmation screen or tries to redirect the device to a target page. The device then sends its
first authenticated request, which is no longer constrained by the restrictive policy and reaches the public
internet. The gap between the user pressing submit and the device successfully loading its first useful page is
the metric this paper calls time to internet.

3. Latency Taxonomy: The Six-Stage Pipeline

To make optimization tractable, this work breaks the captive portal session into six stages, each contributing
a measurable share of end to end latency. The stages are: DNS interception, HTTP redirect, transport security
handshake to the portal origin, portal render, authentication round trip, and session promotion, where session
promotion covers the RADIUS Change of Authorization exchange together with the gateway state transition.
Stages are drawn so that each one is independently observable and independently optimizable.

Stage one, DNS interception, runs from roughly 30 to 150 milliseconds in typical deployments, dominated by
gateway intercept logic and any upstream DNS resolution. Stage two, the HTTP redirect, adds 40 to 200
milliseconds, depending on whether the gateway issues the redirect locally or proxies the request to a regional
service. Stage three, the transport security handshake, is often the single largest contributor at 200 to 800
milliseconds, because it includes the full TCP and TLS [7] negotiation and is sensitive to the round trip time
between the user and the portal origin. Stage four, portal render, runs anywhere from 400 to 2500 milliseconds,
depending on the weight of the portal frontend bundle and the speed of the radio link. Stage five, the
authentication round trip, contributes 150 to 600 milliseconds and is bounded by the slowest backend the
portal must consult during validation. Stage six, session promotion, can run from 100 to 1500 milliseconds,
depending on whether the gateway accepts the Change of Authorization synchronously and how quickly the
session table propagates the state change.

These ranges, drawn from observations of large public network deployments, show that no single stage
dominates the budget across all conditions. A latency reduction strategy has to address at least three or four
of the six stages to make a meaningful dent at the 95th percentile.

Diagram 1. Six-Stage Captive Portal Latency Taxonomy
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Each stage is independently observable and independently optimizable; stage boundaries align with control
transitions in the captive portal pipeline.

4. Related Work

Standards work has driven most of the progress on captive portal mechanisms. RFC 7710 [2] and the later
RFC 8910 [3] defined Captive-Portal options for DHCP and IPv6 router advertisements that let the network
itself advertise the portal URL during address assignment. RFC 8908 [4] specified a JSON API the client can
query to discover whether it is currently captive and where the venue information page lives. Together with
the HTTP 511 status code from RFC 6585 [1], these specifications cut down on opportunistic HTTP probing
and give the operating system a clean detection path.
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Outside the standards stream, the wireless networking literature has dug into association latency, roaming
behavior, and 802.1X authentication overhead. Hotspot 2.0 and Passpoint [8] cover credential based
association without a captive portal, but their deployment footprint remains small next to the long tail of
traditional captive portals. Studies of public Wi-Fi performance have measured throughput, jitter, and
association success, but very few have isolated the captive portal pipeline as a distinct contributor to user
perceived latency. Operating system behavior in the captive context is documented mainly in vendor materials
[11, 12], which describe the probe endpoints and the Captive Network Assistant model used on mobile
platforms.

In the wider web performance literature, edge resident execution has become a standard tool for latency
sensitive workloads. Industry analyses of page load behavior [9] and the perceptual loading metrics
maintained by browser vendors [10] give a clear picture of why sub second rendering is worth chasing.
Patterns such as edge cached HTML shells, pre warmed TLS sessions through session ticket distribution, and
speculative pre rendering have been studied at length for public web applications. What is new here is bringing
those patterns into the captive portal pipeline and drawing the architectural boundaries that make them
practical inside a wireless network.

5. The Tiered Portal Acceleration Architecture

TPAA splits the captive portal stack into three layers, each chosen to match a distinct latency and consistency
requirement. The edge layer sits at or near the wireless access gateway and serves the latency critical static
assets along with the session bootstrap responses. The regional layer aggregates traffic from multiple edge
sites and runs the authentication and provisioning logic that needs coordination across sessions but not across
regions. The core layer holds the durable account state, the billing systems, and the canonical policy store that
has to remain globally consistent.

Stages one and two of the pipeline are addressed primarily at the edge, where the gateway and the edge cache
cooperate to serve the redirect and the portal shell with minimal round trip cost. Stage three is reduced through
transport security session reuse, which depends on a session ticket distribution mechanism that spans the edge
and the regional layer. Stage four is also addressed at the edge through aggressive caching of the portal shell
and inlining of critical assets. Stage five is the responsibility of the regional layer, where the authentication
endpoints can pre validate session tokens and prepare provisioning context speculatively while the user is still
filling in the form. Stage six requires coordination between the regional layer and the wireless access gateway,
where optimistic promotion patterns trim the user visible wait for Change of Authorization confirmation.

Diagram 2. Tiered Portal Acceleration Architecture

Tiered Portal Acceleration Architecture (TPAA)
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Each layer maps to a distinct latency and consistency requirement, optimization techniques are placed at
the layer where they can act without crossing trust boundaries.
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6. Stage-by-Stage Optimization Techniques

6.1 Edge-Cached Portal Shells

The portal shell, meaning the HTML skeleton, the critical CSS, and the bootstrap JavaScript needed to paint
the first interactive screen, is largely static and can sit in the edge cache. TPAA treats the shell as a versioned
artifact that the regional layer publishes out to edge caches whenever the portal is updated. Per session
personalization is handled at the edge through a small set of substitution tokens that resolve from the gateway
session context, which avoids any origin round trip during stage four. In the simulated runs, the edge cache
hit rate for portal shells lands around 91 percent. The remaining 9 percent traces back to first of kind requests
after a portal version update, before the new shell has propagated to every edge node.

6.2 Pre-Warmed Transport Security Sessions

Stage three is dominated by the transport security handshake. TPAA tackles it through a session ticket
distribution mechanism in which the regional layer issues TLS session tickets and pushes them out to the edge
layer for the IP ranges associated with active gateways. When the client opens the portal connection, the edge
node can resume an existing session instead of running a full handshake, removing one or two round trips
depending on the protocol version. In the simulated workload, the technique eliminates the full handshake on
87 percent of sessions and pulls the median stage three contribution from 410 milliseconds down to 95
milliseconds.

6.3 Speculative Session Pre-Provisioning

While the user is still working through the portal form, the regional authentication layer can speculatively
prepare provisioning context for the most likely outcomes. For a returning user, identified by device
fingerprint or by a persistent identifier delivered through the portal cookie, the system can pre resolve the
account, pre validate the active plan, and pre stage the session policy that will be installed if authentication
succeeds. When the actual outcome matches the speculation, the policy installation step in stage six runs
against an already prepared context, leaving only the gateway round trip on the critical path. When it does not
match, the unspeculated work runs as it would have anyway.

6.4 Optimistic Session Promotion with Asynchronous Confirmation

In the synchronous Change of Authorization pattern, the portal waits for the gateway to acknowledge the
policy change before it shows the user a success page. Under load, the gateway can take hundreds of
milliseconds to apply the change, and that wait is fully visible to the user. TPAA proposes an optimistic
alternative. The portal returns the success page as soon as the authentication backend has committed the new
session policy to the regional store. The gateway acknowledgment proceeds in the background. If the gateway
reports a failure later, the portal triggers a bounded compensating flow rather than blocking the user visible
path. Correctness is not lost, because the gateway policy store remains the authoritative state. What is
decoupled is the user visible promotion time from the gateway response time.

6.5 Edge-Local Redirect Generation

Stage two latency depends on whether the redirect is generated at the gateway or proxied to a regional service.
When the gateway has no local redirect logic, every unauthenticated HTTP request takes a full round trip to
the regional layer before the redirect comes back. TPAA places redirect generation at the edge, with the
redirect target derived from a small per gateway configuration replicated from the regional layer. That
removes one inter tier round trip from the critical path of stage two.
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Diagram 3. Optimization Technique Matrix
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The matrix maps each optimization technique to the pipeline stage it acts on, exposing coverage gaps and
informing incremental adoption.

7. Implementation Considerations

TPAA is built to be adopted in pieces over an existing deployment. The easiest entry point is edge cached
portal shells, which need only a content delivery network that can resolve substitution tokens and a build
pipeline that publishes versioned shell artifacts. Pre warmed transport security sessions need coordination
between the edge and regional layers but leave the gateway and the client untouched. Speculative pre
provisioning calls for changes inside the authentication backend, including idempotent provisioning
operations and a compensation path for the cases where the speculation turns out to be wrong. Optimistic
session promotion is the most invasive change, because it reorders the handshake between the portal and the
gateway and asks the operator to define a bounded reconciliation flow for the rare case in which the gateway
acknowledgment fails.

RFC 8908 and RFC 8910 integration sits well alongside TPAA. When the network can advertise the portal
URL through DHCP option 114 or through the IPv6 router advertisement option, the operating system can
fetch portal state directly without leaning on opportunistic HTTP probing. That removes a class of detection
failures and tightens the variance on stages one and two. The TPAA edge layer is a natural home for the RFC
8908 API endpoint, because it already holds the per session context needed to compute the captive state.
Cache invalidation for the portal shell is worth thinking through carefully. Because the shell embeds the asset
version hashes for the bootstrap bundle and the critical CSS, any portal release has to push the new assets to
every edge node before any client gets handed a reference to one of them. The simplest pattern is a two phase
publish: the new assets propagate first, the new shell propagates second, and the old shell is held for a grace
period to absorb in flight requests.

8. Simulated Evaluation

To get a read on the latency impact of the TPAA techniques, a simulation was run over one million synthetic
captive portal sessions. The model represents the six stage pipeline with stage latencies drawn from
distributions that approximate the observed ranges in large public Wi-Fi deployments. Two configurations
are compared: a baseline that reflects a conventional captive portal stack without edge optimization, and a
TPAA configuration that applies edge cached portal shells, pre warmed transport security sessions,
speculative pre provisioning, edge local redirect generation, and optimistic session promotion. Every
numerical result reported below is simulated. The intent is to show the relative effect of the techniques rather
than the absolute performance of any specific deployment.
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In the baseline configuration, the simulated median time to internet was 6.1 seconds, with a 95th percentile
of 8.2 seconds and a 99th percentile of 11.8 seconds. In the TPAA configuration, the simulated median was
2.2 seconds, the 95th percentile was 2.4 seconds, and the 99th percentile was 3.1 seconds. The reduction at
the median was 64 percent. The reduction at the 95th percentile was 71 percent. The variance reduction
matters at least as much as the median, because tail latency in captive portal pipelines is the proximate cause
of much of the abandonment seen in production.

Stage level results from the simulation show what each technique contributed. Edge local redirect generation
pulled the median stage two latency from 130 milliseconds to 35 milliseconds. Pre warmed transport security
sessions pulled the median stage three latency from 410 milliseconds to 95 milliseconds. Edge cached portal
shells pulled the median stage four latency from 1280 milliseconds to 410 milliseconds, with the residual cost
coming from client side rendering on the radio link. Speculative pre provisioning pulled the median stage five
latency from 290 milliseconds to 110 milliseconds. Optimistic session promotion pulled the median user
visible stage six latency from 380 milliseconds to 90 milliseconds. The simulated edge cache hit rate for portal
shells was 91 percent, and the simulated session ticket reuse rate for stage three was 87 percent.

Failure scenarios were simulated by injecting a 0.5 percent rate of gateway Change of Authorization failures
and a 0.2 percent rate of speculative pre provisioning misses. Under those conditions, the user visible failure
rate in the TPAA configuration stayed below 0.05 percent, because the bounded compensating flows resolved
most failures inside the user session timeout. Optimistic promotion did not introduce a meaningful new failure
surface relative to the baseline, as long as the compensation paths were implemented carefully.

9. Discussion: Limitations and Failure Modes

TPAA assumes an operator that controls or has cooperative access to the wireless access gateway, the
authentication backend, and the portal origin. Deployments where the gateway is operated by a third party
with a fixed control protocol may not be in a position to adopt optimistic promotion, because the technique
relies on the portal having a way to compensate for an asynchronous gateway failure. In those deployments,
the edge layer techniques remain applicable and still capture a substantial fraction of the total improvement.
The simulated evaluation does not capture every real world condition. Variability in radio link quality, client
device capability, and operating system behavior can shift the relative weight of each stage, and the absolute
latencies in any specific deployment will differ from the simulated values. The relative effect of each
technique, however, holds up under changes in the input distributions, because each technique acts on a
specific stage and the stage boundaries do not depend on the absolute latency profile.

A second limitation comes from speculative pre provisioning. Speculation works best when the system can
identify the user with reasonable confidence before the form is submitted. For first time users at a venue with
no prior context, the speculation hit rate is low and the technique adds little. TPAA treats this as a graceful
degradation, with the unspeculated path running the same logic on the critical path that the speculation would
otherwise have run in advance.

A third area worth investigating is the interaction between TPAA techniques and the security posture of the
captive portal. Optimistic promotion shrinks the window between user submission and session promotion,
which has implications for fraud detection systems that rely on a synchronous decision point. Operators that
depend on synchronous fraud signals will need to either keep the synchronous path for high risk sessions or
move the fraud decision into a pre submission speculation stage.

10. Conclusion and Future Work

This work has introduced the Tiered Portal Acceleration Architecture, a three-layer model for cutting latency
in captive portal session establishment, together with a six-stage decomposition of the underlying pipeline.
The model places each optimization technique at the layer where it can act without crossing trust boundaries,
and the techniques can be adopted in pieces over an existing deployment. Simulated results across one million
synthetic sessions show a 64 percent reduction in median time to internet and a 71 percent reduction at the
95th percentile, with no meaningful increase in user visible failure rate.

Several directions remain open. The provisioning pipeline for plan selection portals, where the captive portal
has to coordinate payment authorization, account creation, and policy installation across multiple backend
systems, raises reliability questions that a latency focused model does not answer. The frontend architecture
of captive portals, which has to operate inside the constrained Captive Network Assistant browsers exposed
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by mobile operating systems, is a discipline of its own and warrants dedicated treatment. Observability is also
wide open, since the user has no general internet during the unauthenticated window, and conventional real
user monitoring approaches do not apply directly. Each of these areas builds on the latency vocabulary
established here while bringing in a new set of architectural concerns.
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