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Abstract: 

Reliable operation of modern electric power distribution systems is critically dependent on the speed 

and effectiveness with which faults are detected, isolated and service is restored. Fault Detection, 

Isolation, and Service Restoration (FDIR) has therefore become a fundamental task of distribution 

automation and self-healing smart grids with direct impact on utility reliability indices, such as SAIDI 

and SAIFI. This review aims to give an extensive review of FDIR in distribution networks with a 

deliberate focus on conventional and well-established techniques as opposed to emerging artificial 

intelligence-driven techniques. The paper initially explains the basic FDIR process and system 

architecture, which explains how faults are detected, isolated and bypassed by network 

reconfiguration using protective devices, sectionalizing switches, SCADA systems and fault indicators. 

Centralized, distributed and hybrid control architectures are then analyzed, pointing out their 

respective trade-offs in terms of speed, optimality, scalability, communication dependence and 

operational resilience. An in-depth comparison of the traditional service restoration strategies, such as 

rule-based expert systems, heuristic algorithms, fuzzy logic, mathematical programming, meta-

heuristic methods, multi-agent methods, etc., is presented from a practical utility standpoint. The 

review shows that although sophisticated optimization methods can provide near-optimum 

restoration plans, more simple deterministic and rule-based methods are still very effective for most 

real-world feeder fault scenarios, because of their transparency, reliability, and fast running time. The 

paper concludes that modern FDIR implementations have the greatest benefits from a layered or 

hybrid philosophy that combines fast local automated responses with centralized coordination, thus 

benefitting from decades of proven engineering practice and allowing for the growing complexity of 

modern distribution networks. 
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INTRODUCTION 

Modern electric power distribution systems are expected to provide reliable service with as few 

interruptions as possible. In a competitive utility environment, such reliability measures as the System 

Average Interruption Duration Index (SAIDI) and System Average Interruption Frequency Index (SAIFI) 

are closely monitored to determine performance. One of the key strategies to improve such metrics lies in 

fast Fault Detection, Isolation and Service Restoration (FDIR) after a fault occurs on a distribution feeder. 

Traditionally, restoration of power after a feeder fault could take on the order of nearly an hour, but 

automated FDIR schemes hope to shorten restoration times to a matter of a few minutes. For example, the 

aim of many FDIR implementations is to reduce the time required for restoration from 58 minutes or so to 

less than 5 minutes. Such fast restoration not only shortens the duration of outages and customer minutes 

lost, but also prevents sustained outages (greater than 5 minutes) from occurring in the first place, leading to 

improved reliability indices. 

Historically distribution fault management was a manual or semi-automated process. Utilities relied on 

circuit breakers, fuses, and field crews to identify faults, isolate the bad section and re-configure feeders to 
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restore supply. This traditional approach often led to extended outages to customers downstream of the fault 

until crews could arrive and perform switching. In the late 20th century the application of distribution 

automation started to change this process. Supervisory control and data acquisition (SCADA) systems and 

intelligent electronic devices (IEDs) made it possible to remotely monitor and control switches, making it 

possible to make decisions faster. By the end of the 1990s and the beginning of the 2000s, the first 

generation of utilities were deploying fully-automated FDIR systems. Notably, Taiwan Power Company 

deployed one of the world's first large-scale automated feeder restoration systems on ~800 feeders as early 

as 1998, which reduced typical feeder restoration times for unfaulted sections from ~60 minutes to only 20 

seconds. This showed the tremendous potential of automation to bring a better continuity of service. 

Today, FDIR is considered one of the foundations of the "self-healing" capability in smart grids. Often it is 

implemented as part of a Distribution Automation System (DAS) or an advanced Distribution Management 

System (DMS) at the utility control center. The basic goals of any FDIR scheme are likewise the same: (1) 

As quickly as possible detect and locate a feeder fault, (2) Isolate the faulted portion of the network, and (3) 

Restore power to as many affected customers as possible through network reconfiguration. Achieving these 

steps rapidly and accurately provides many benefits, such as reduced outage duration, reduced sustained 

outages, improved reliability index scores and improved power quality. This review paper discusses the 

FDIR function in modern distribution systems with an emphasis on traditional methods of fault handling 

and service restoration. We first describe the FDIR process and system architecture, then examine some of 

the algorithms and strategies that have been developed (in particular, those that are not based on emergent 

AI/ML techniques), and compare their effectiveness in a utility context. The focus is on conventional and 

well-established approaches such as the rule-based expert systems, heuristic and optimization algorithms 

and decentralized control schemes, while occasionally mentioning a few more recent smart grid 

advancements for context. 

 

FDIR CONCEPT AND PROCESS IN DISTRIBUTION NETWORKS 

Fault Detection, Isolation and Service Restoration (FDIR) involves a series of activities that are performed 

by a distribution utility as soon as a fault occurs on a feeder. Figure 1 shows an example of a simple 

distribution feeder situation in which a permanent fault has occurred, and the FDIR scheme is operating to 

isolate the faulted part of the network and restore supply to the rest of the network by means of an 

alternative path. Fault detection is usually indicated by a protective device sensing the abnormal condition - 

such as a sudden surge of current which is consistent with a short-circuit fault would be indicated by the 

operation of an overcurrent relay or breaker "tripping". Intelligent field devices such as Fault Passage 

Indicators (FPI's) can also be used to detect the overcurrent flow and identify that a section downstream has 

faulted. As soon as a fault is detected an alarm or message is sent to the control center or peer devices and 

the process of isolating and restoring starts. Modern IEDs with communication capabilities (using protocols 

like IEC 61850 GOOSE messaging) are able to broadcast the fault detection signal to other devices in real-

time, significantly accelerating the awareness of fault conditions across the network. 
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Figure 1: Simplified distribution feeders that show FDIR operation. A fault on Feeder A is detected and the 

breaker upstream trips. Sectionalizing switches (red "X") - these switches open to isolate the faulted section. 

A normally open tie switch is then closed (orange line) so that the power is restored to the sections 

downstream from an adjacent feeder (Feeder B). The goal is to restore as many customers as possible with 

the minimum number of switching operations. 

 

Once the fault is confirmed the next step is fault isolation. The goal is to electrically isolate the smallest 

possible area of the network that has the fault and to have no current of a fault flow and the rest of the 

system to be able to operate normally. In practice, this means opening sectionalizing switches (or having 

fuses blow) on both sides of the line section with the fault so that an island is formed around the fault. In 

Figure 1, for example, switches on either side of the fault (marked by red X) have been opened to 

sectionalize the faulty zone. In the case of traditional radial feeders, the main circuit breaker at the 

substation (or a recloser upstream) will trip first and cut the fault current. Then, either automatically, through 

relay logic, or via remote control by an operator, isolating switches nearest to the fault upstream and 

downstream are opened removing the faulted section from the network. At this point, the faulted segment is 

de-energized and safely isolated. 

Before restoration, some further analysis may be done. Fault classification is sometimes included as a sub-

step - determining the kind of fault (single phase, three phase, etc.) and whether it is a temporary or 

permanent. If the fault was temporary (like a momentary contact with a tree that cleared) an automated 

reclosing could be used to restore power without reconfiguration. However, in case of a permanent fault the 

standard procedure is to isolate that segment until repairs. In the case of a permanent fault, the control 

system also examines the ability of other feeders to pick the additional load. This includes performing a 

quick load flow check on the adjacent feeders or tie lines to make sure that by closing a tie switch there is no 

equipment that will be overloaded. Only when there is enough spare capacity at the alternate path, the 

restoration will be complete (otherwise, partial restoration or load shedding may be required). 

Finally, service restoration is performed by reconfiguring the network to provide power to the area of the 

outage from another source. In the case of a typical radial distribution system this is accomplished by 

closing one or more tie switches that connect the feeder with the fault to adjacent feeders that are healthy. In 

Figure 1, a tie switch between Feeder A and Feeder B is closed and Substation B is able to feed the section 

of Feeder A that was downstream of the fault. The network topology is therefore altered to bypass the fault 

in the form of power. Restoration should ideally energize all the customers downstream of the isolated fault; 

if the capacity of the alternate source is limited, a partial restoration may be done (restoration as many loads 

as possible without surpassing limits). Once the crews have repaired the faulted portion, the system can be 

returned to normal configuration. 

The whole FDIR sequence - detection, isolation and restoration - can be done either manually, semi-

automatically or fully automatically. In conventional manual operation, utility operators in the control room 

receive alarms for breaker trips, and then dispatch field crews and issue remote switch commands via 

SCADA to isolate and restore. This process could take tens of minutes. In the case of automated FDIR, the 

logic for isolating the fault and selecting the restoration ties is in controllers (either centralized or 

distributed), which respond in seconds. The advantage of automation is a drastic decrease in the outage time 

experienced by customers. The faster the restoration, the less likely an outage lasts more than the 5-minute 

threshold for "sustained interruption" as defined by the standards for reliability by the Institute of Electrical 

and Electronics Engineers. Thus, FDIR directly helps in improving utility reliability metrics (lower SAIDI, 

SAIFI) and provides an opportunity for significant economic savings. For example, a utility deployment of 

FDIR on 73 distribution circuits found that there would be estimated savings of $7.5 million in total 

customer savings for a 6 year period with annual reliability benefits well above the cost of the automation 

system. These improvements are the reason why many utilities around the world have invested in FDIR 

capabilities as part of their smart grid efforts. 

 

CENTRALIZED CONTROL SCHEMES VS. DISTRIBUTED CONTROL SCHEMES 

In modern power distribution systems, FDIR can be applied by either a centralized control scheme or a 

distributed (decentralized) control scheme, or a hybrid of both. Both approaches have the same end goal - to 
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isolate faults and restore service - but they differ in the location of the "intelligence" of the system and the 

structure of communications. 

  

Centralized Control: In a centralized FDIR scheme, all the decision-making is carried out at a central point 

of control, usually the utility's DMS or a computer at the substation. Field devices (reclosers, switches, 

sensors) report their status and measurements to the control center over some communication network and 

the central system executes algorithms to determine the faulted section and calculate restoration actions. The 

central controller then sends commands back to the devices in the field to open or close the switches 

accordingly. This approach has the advantage of having a global view of the entire distribution system at the 

control center, often from a detailed network model (including real-time load flow analysis) to optimize the 

restoration plan. A model-driven centralized algorithm can take into account system-wide constraints and 

objectives and may be able to find an optimal switching sequence for restoration and even perform other 

feeder optimizations (such as loss reduction or load balancing) simultaneously. However, there are some 

drawbacks of centralized schemes. They are highly dependent on a strong communications infrastructure 

with adequate bandwidth and low latency because all the data needs to stream to the control center in a 

timely and reliable manner. In large networks containing many devices the load on the data processing can 

be great and there is a risk of a single point of failure - if the central controller or communications link fails 

then the automation will not function. Furthermore, centralized decision-making can be slower to react to 

very fast transient events, the system may be less resilient to the system if communications are disrupted 

during storms or emergencies. 

  

Distributed Control: In a distributed FDIR scheme, the intelligence of making decisions is distributed out 

to the field devices themselves. Peer-to-peer communication is used between switches, reclosers and other 

IEDs to coordinate the isolation of faults and restoration without the need for every message to go to a 

central hub. Each of the local controllers (e.g. a recloser control or switch control) is programmed with logic 

to detect faults and communicate with its neighbors. For instance, on detecting a fault and a neighbor not 

reporting voltage downstream (which would indicate that the fault is between them), a switch controller 

could decide to open and isolate that part. Similarly, controllers can agree on what tie switch to close so that 

power is restored once the faulted section is isolated. This distributed approach frequently involves pre-

engineered scripted logic (rules-based) which is developed for each feeder or zone. The logic is built on 

expected scenarios and a base line network topology that is known beforehand. Since the intelligence is 

localized the fault restoration actions could be extremely fast (often a few seconds), and the system does not 

depend on one controller or long communication paths. In the event of one device failing, other adjacent 

devices can still execute the scheme, making the approach inherently resilient. Additionally, distributed 

schemes also minimize the communication bandwidth requirements, since only local messaging (sometimes 

using protocols such as IEC 61850 GOOSE or vendor specific peer to peer links) is required which can be 

more efficient and has lower latency than polling from a central site. On the downside, purely distributed 

schemes may have a hard time dealing with complex contingencies, such as multiple simultaneous faults, or 

rapidly changing network topology (for instance, if distributed generation causes power flow reversals). 

Since they may not be operating a complete network load flow in real-time, they could make less-than-ideal 

decisions in some cases (such as choosing a restoration path that subsequently becomes overloaded). To 

mitigate this, some distributed systems have some incremental checks or simplifications (e.g., assuming that 

a fault is isolating a fixed zone and then have a predetermined alternate feed). 

In practice, many utilities have a hybrid approach using a combination of elements of distributed and 

centralized control. For instance, feeder devices may provide the localized (distributed) initial fault isolation 

(tripping reclosers, opening sectionalizers) for speed, but the DMS may provide the calculation of the 

optimal restoration plan centrally and then remotely closes tie switches. This utilizes the rapidity of local 

control and the optimality of central decision-making. Communication standards like IEC 61850 help to 

achieve this interoperability: IEDs can communicate directly via GOOSE messages for fast isolation, but 

can also communicate with SCADA for higher-level analysis. Regardless of architecture, the trend of the 

modern day is towards greater self-healing capability - the ability of the network to detect and recover from 

faults automatically with little human intervention. Distributed multi-agent systems are an advanced version 

of this, where each agent (controller of a device) makes autonomous decisions, and works with others to 
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accomplish the overall restoration task. Multi-agent FDIR implementations have been subject of many 

research efforts and have shown reliable performance capabilities in testbeds, with increased flexibility and 

scalability in dealing with faults, particularly with distributed generation systems. 

From a utility perspective, either a centralized or distributed one, an FDIR scheme should be very reliable 

and secure. Two-way communications are required for status and control but that brings with it 

cybersecurity concerns as a widely dispersed network of controllers could be vulnerable to cyberattacks. 

One of the challenges is to ensure data integrity and fail safe operation. Despite these challenges, there have 

been many deployments which have demonstrated the value of FDIR. Many North American utilities for 

example saw dramatic improvements in reliability measures after the implementation of FLISR (Fault 

Location, Isolation and Service Restoration) schemes in the 2010s driven in part by regulatory incentives 

(e.g. performance-based rates and outage penalty schemes). 

In summary, centralized FDIR gives a global optimal view but requires robust communication and 

computing support while distributed FDIR gives speed and resiliency but may give less optimal or flexible 

decision-making. The trend is to have a combination of both in the form of a layered approach, fast local 

response with overarching coordination. 

 

CONVENTIONAL MEANS OF FAULT DETECTION AND ISOLATION 

Fault detection and isolation in distribution feeders have been accomplished with well-established protection 

and control practices since the beginning of time. These traditional methods pre-date the recent AI / IoT era 

and are the building blocks that the newer smart grid techniques are based on. We outline some of the 

important traditional approaches and devices: 

  

Protective Relays and Reclosers: Overcurrent protection devices in the form of relays at the substations 

and reclosers located at the feeders are the main source of fault detection. When a phase to ground or phase 

to phase fault occurs, the resulting surge in current is detected by these devices which trigger a circuit 

breaker or recloser to interrupt the flow. In a traditional coordination scheme, a feeder breaker will be 

allowed to trip after a certain time delay if a recloser or fuse downstream is not able to clear the fault. 

Reclosers often try one or more automatic reclosures after a short delay - this is to take care of transient 

faults by momentarily de-energizing the line and then restoring it if the fault cleared (i.e. a tree branch 

caused a short and was burned away). If the fault is permanent, the recloser locks out and the breaker stays 

open which indicates that an isolation is required. These devices also inherently divide the feeder into 

sections with only the section below the last operating device de-energized. Traditionally, the detection and 

first isolation are therefore done by the protection system. 

  

Sectionalizing Switches and Fuses: To isolate a faulted line section switches or sectionalizers are provided 

at strategic locations along the feeders. Older systems used fuses on laterals which blow under fault current, 

isolating only that branch. In more automated systems motorized load break switches or sectionalizer 

devices are installed. A sectionalizer counts the momentary outages (from recloser operations) and opens if 

it sees the feeder go dead, thus dropping the faulted section out of circuit. In either case, sectionalizing 

narrows down the zone of the fault. After permanent fault, the network configuration will have an open gap 

where the fault was isolated (as shown in Figure 1, two open switches bracketing the fault). At this stage all 

the customers downstream of the fault are without power (in outage condition). 

  

SCADA Monitoring: Traditional distribution automation is based on SCADA systems for monitoring the 

status of the breaker and switch and in some cases voltage and current at key points. In a manual restoration 

process, the control room operators use SCADA to determine which breaker tripped or which devices 

operated to determine the approximate location of the fault (e.g. between the last device that operated and 

the first downstream device that didn't). Then they can transmit remote open/close commands to isolation 

switches if available. In many developing regions or in older networks where remote control switches are 

few, the crews equipped with radios would be dispatched to physically open or close sectionalizing points. 

In contrast, in well-equipped systems, an operator can make isolation and restoration by operating SCADA 

switches from the control center. This allows restoration time to be reduced from hours (truck rolls) to 

minutes. Utility operating procedures often contain prepared switching plans for various fault scenarios, 



Volume 10 Issue 5                                              @ 2024 IJIRCT | ISSN: 2454-5988 

 

IJIRCT2601001 International Journal of Innovative Research and Creative Technology (www.ijirct.org) 6 

 

which are basically a set of rules that the operator uses to know which ties to close once a certain section has 

been confirmed isolated. 

  

Fault Indicators: Fault passage indicators are simple devices that are clipped on lines or placed in 

switchgear that detect magnetic or current surges and signal a visual flag or remote alarm when a fault 

current has passed that point. They do not stop the current flow but they help them to locate the fault. 

Utilities have used FPIs for decades as a low-tech but effective method of reducing the time it takes to 

locate a fault - lineworkers patrol the feeder and search for tripped flags. Modern FPIs can be used to report 

status by radio/SMS or SCADA, which allows for faster localization. When incorporated into an automated 

scheme an FPI triggering can be considered a "sensor" input to the FDIR algorithm to tell it which section 

encountered the fault. 

All these methods are deterministic and rule-based - they follow predetermined thresholds (like overcurrent 

pickup) and coordination rules (time delays, fuse-recloser saving schemes etc.). Traditional fault isolation is 

therefore a fast but somewhat inflexible process; it will isolate what it was engineered to isolate, but is 

incapable of adapting on the fly to unusual conditions (i.e., if a sectionalizer malfunctions, a greater portion 

may outage until an operator intervenes). 

A major advancement in the 2000s was the incorporation of these devices into a loop scheme that is 

automated. In an automated loop (a common configuration for distribution automation), there are normally 

open tie points between a feeder and its neighboring feeder in which they may back each other up. The 

devices on the loop communicate or are pre-programmed: when a fault is detected and isolated on one 

feeder, the tie switch closes automatically to restore the section of the other feeder. Manufacturers such as 

S&C Electric introduced such IntelliTeam solutions that utilize peer-to-peer communication between switch 

controllers that can quickly determine the best restoration actions to take in a loop scheme. These systems 

were essentially an embedded expert system distributed in the field - that is, using if/then logic to determine 

when to open or close each device based on sensed voltage, current and neighbor status. 

In summary, the traditional fault detection and isolation is based on the protection devices and simple 

control logic. These methods are very reliable and quick, with decades of experience with utilities. 

However, they are based on local information and pre-set rules, with no optimization perspective system-

wide. This can sometimes lead to non-ideal results (e.g. more load shed than needed) if used on its own. 

Therefore, the service restoration step, in which the optimal way to re-energize the area of the outage is 

determined, often requires more sophisticated analysis - which we discuss next. 

 

SERVICE RESTORATION STRATEGIES AND ALGORITHMS 

After the faulted section of the feeder is isolated, the issue is to restore service to the affected customers by 

reconfiguring the network. This problem, commonly referred to as the service restoration or distribution 

network reconfiguration problem, has been the focus of much research for more than three decades. In 

essence given the distribution network with one section out of service, we are looking for a set of switching 

operations (mainly closing some tie switches, and possibly opening others to redistribute load) that will 

allow to maximize the load restored under all electrical constraints. Typically, the feeder topology must be 

maintained radial (no loops) and no equipment (lines, transformers) overloaded or violating voltage limits 

when the new configuration is made. 

Formally, service restoration can be set as a multi-objective constrained optimization problem. Common 

objectives are: (1) restore maximum amount of load (or number of customers), i.e. minimize the out-of-

service load; and (2) minimize the number of switching operations required (especially manual switch 

operations, since they require field crews). Some formulations also include (3) minimize time of restoration 

process or minimize voltage deviations etc. These objectives can be weighted or worked in a priority order. 

A simplified objective function could be to minimise the proportion of interrupted customers after 

restoration: for example, 

Over the years, researchers and engineers have developed a range of ways to solve this restoration 

optimization problem. Traditional approaches here means those that don't rely on modern machine learning 

or black box AI instead using algorithmic logic, mathematical programming or classical artificial 

intelligence techniques. A detailed review of the literature indicates several types of methods: 
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Heuristic Rule-Based Algorithms: Early restoration schemes often used very simple heuristics - for 

example, pick the closest available feeder with sufficient capacity and close that tie first. A heuristic 

algorithm could attempt to restore feeders one at a time based on adjacent feeders and test constraints along 

the way. These methods are fast and simple, but they are myopic; they don't guarantee optimal results but 

usually come to a "good enough" solution that restores most customers. Utilities have applied such heuristic 

logic to DMS applications because of the speed and understandability. An example is the depth-first search 

or greedy algorithm where the system looks for any open switch which can be closed to restore some load 

without violating any limits, closes it, then repeats until no further improvements can be made. Such 

methods can get stuck in suboptimal configurations if, say, some other combination of switches can restore 

more load, but involves taking a step that doesn't immediately restore load. 

Expert System Approaches: Expert systems can incorporate a knowledge-based set of rules, which is often 

programmed from an experienced operator's decision-making process. In the late 1980s and 1990s, various 

researchers created expert systems for service restoring, applying AI tools such as rule engines and logic 

inference (e.g. OPS or CLIPS languages). Liu et al. (1988) pioneered an expert system to give guidance to 

operators on switching for restoration. These systems have a library of IF-THEN rules such as "IF feeder X 

locked out and tie to feeder Y available, THEN transfer section Z to feeder Y" and heuristics to select 

between multiple options. Some expert systems used Petri nets or object-oriented representations to 

represent network switching sequences (for example, a rule-based expert system in 2002 by Chen et al. used 

Colored Petri Nets to avoid conflicts and check sequences). The benefits of expert systems are that they can 

explicitly incorporate human expertise and readily accommodate qualitative criteria (such as paying first to 

important customers). They are also transparent - one can follow the rules to understand why a decision was 

made. However, their coverage is only as good as the rules given. Unforeseen scenarios or changes in the 

network may make the rule base incomplete or even incorrect. Maintenance of the knowledge base is also 

required as the system is expanded or operating practices are changed. 

Fuzzy Logic Methods: Fuzzy logic has been introduced to restoration problems to cope with the 

uncertainty and multiple objectives in a more flexible manner. In a fuzzy logic approach, important 

parameters (such as the load level of a feeder, the distance of a section from a substation, or the voltage 

drop) can be modeled by fuzzy variables with membership functions (e.g. "feeder load is 

high/medium/low"). Decision rules are then formulated in fuzzy terms - IF feeder capacity is high AND 

section priority is high, THEN close tie switch. Fuzzy inference uses these rules to aggregate to determine 

the best actions to take. By the late 1990s, there were examples of fuzzy restoration strategies that could 

juggle priorities such as maximizing load restored and minimizing switching operations by assigning fuzzy 

weights. A notable approach was that of combining fuzzy logic and genetic algorithms (a hybrid method) in 

search of an optimal restoration plan, where fuzzy logic was used to evaluate the "goodness" of a 

configuration and the GA was used for searching the space. Fuzzy approaches are intuitive in the sense of 

including qualitative preferences and imprecise data (for example, load forecasts or importance of sections), 

but the membership functions and rule set must be designed by an expert and although the results are 

reasonable, they are not guaranteed to be mathematically optimal. 

Mathematical Programming (Optimization) Methods These methods formulate restoration as an 

optimization problem (usually an integer programming or mixed-integer linear programming problem). The 

binary variables are the open/closed state of switches and constraints are imposed for radial structure and 

power flow limits. The objective can be a weighted sum of load restored and switching costs. A heuristic but 

algorithmic reconfiguration method for restoration has been often attributed to Shirmohammadi (1992) as a 

forerunner. Later, mixed-integer linear programming (MILP) methods were suggested to locate exact 

optimal solutions. By linearizing the network power flow equations under some assumptions (e.g. constant 

voltage or linearized power flow for radial networks), MILP solvers are able to determine an optimal 

configuration of switches to maximize the restored load. The advantage of mathematical programming is 

obvious: if the size of the problem is not too large, it gives a provably optimal solution (or near-optimal, if 

linear approximations are used). Researchers have been able to solve restoration MILPs for moderately 

large feeders in acceptable time, particularly using modern solvers. There are also graph theory based 

formulations, where the network is treated as a graph, and spanning trees are found which maximize load 

while observing capacity constraints (this is like a network flow problem with some additional constraints). 

The difficulty is that the problem can get large (nonlinear AC power flow constraints, a lot of binary 
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variables) so pure mathematical optimization may have some trouble with very large systems or for taking 

detailed AC power flow into account. Newer works apply convex relaxation of power flow (e.g. semi-

definite programming relaxation) to take voltage and power limits into account more accurately in 

optimization for active distribution networks. 

Meta-Heuristic Algorithms: Meta-heuristics are general search algorithms often inspired by natural 

process (genetic evolution, particle swarms, annealing etc) which have been widely applied to engineering 

optimization problems including service restoration. Starting in the 1990s and 2000s, techniques such as 

Genetic Algorithms (GA), Simulated Annealing (SA), Tabu Search, Particle Swarm Optimization (PSO) and 

Ant Colony algorithms were created in order to address the restoration problem. For example, one can 

represent a feeder switch configuration as a "chromosome" using a GA, and evolve a population of solutions 

using selection and mutation to maximize some fitness function (e.g., amount of load restored - penalty for 

constraint violations). GA-based approaches (e.g. in a paper published in 1994 by Nahman & Stankovic, or 

a paper published in 2003 by Luan et al.) proved that they could find good restoration plans that sometimes 

outperformed greedy heuristics. PSO and other swarm algorithms were used for 2010s to further improve 

the search efficiency for large networks. The attractiveness of meta-heuristics is their flexibility - they can 

cope with nonlinear objectives and any kind of constraints, using penalty terms, and they don't need a 

smooth or linear problem structure. However, they can be computationally expensive and have numerous 

tuning parameters. Solutions are not guaranteed to be globally optimal and different runs of the algorithm 

could give different results. In practice, meta-heuristics are useful when the search space is huge and 

complex, and a "good enough" solution is acceptable within a reasonable time. They have primarily been 

published in research literature; deterministic or faster methods of DMS implementations have been 

preferred, but as computing power increases, some meta-heuristic or hybrid approaches are finding their 

way into operational planning tools. 

Hybrid Methods: Hybrid methods are a combination of two or more of the above techniques to utilize the 

strengths. For instance, a popular hybrid is Fuzzy-GA - to use fuzzy logic to assess candidate solutions in a 

GA search. Another is to use an expert system to handle high level decision making (like which area to 

restore first) and then use an optimization algorithm to work out the precise switching for that area. Or a 

meta-heuristic can be used to get an initial solution and a local heuristic to fine-tune the solution. Hybrid 

multi-objective evolutionary algorithms have also been proposed which use heuristics specific to the 

problem to enhance convergence. The motivation for hybrid is often to get closer to the best results without 

losing too much speed. For example, one can use a fast heuristic to narrow the search space, then use a more 

optimized search in the smaller space. In the last few years, there have been hybrids with machine learning 

(i.e., using a trained model to predict a good restoration strategy as a start point and then optimising it), but 

that is beyond the capacity of "traditional" methods. 

Multi-Agent System (MAS) Approaches: As mentioned earlier under the topic of distributed control, 

MAS can be thought of as an architectural approach, but also as an algorithmic approach where agents 

employ certain strategies to determine actions. In MAS restoration, the agents (that may be a section, a 

switch, a feeder) follow algorithms to achieve local goals and coordinate with neighbors for global goals. 

Agents communicate to determine faults and negotiate the sources that will pick up which loads. Techniques 

such as contract net protocols or consensus algorithms are used for the agents to agree on the restoration 

plan. Research in the 2000 and 2010s (e.g., EDF's MAS, or in 2012 by Khamphanchai et al. in the pages of 

the journal PES of the Institute of Electrical and Electronics Engineers, the world's largest society for the 

promotion of innovation of power systems) showed MAS that can restore service autonomously, even 

including cases with distributed generation and microgrids (agents can decide to form an islanded microgrid 

with DGs to supply isolated loads if no network path is available). MAS are appealing due to their 

scalability and resilience, but they impose stringent demands on communication and are very complicated to 

design and test. In a sense, MAS is a more modern version of the traditional distributed rule-based approach, 

but one that uses more sophisticated agent decision logic in place of fixed scripts. 

Miscellaneous Methods: This comprises any other methods such as neural networks, pattern recognition or 

new mathematical methods. For the sake of completeness, we note that some attempts have been made to 

use Artificial Neural Networks (ANNs) to assist in the process of fault location/restoration decision-making. 

For example, an ANN could be programmed to learn which tie switch needs to be closed from certain inputs 

of load and connectivity values. While ANNs are able to approximate the restoration mapping after being 
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trained on a large number of scenarios, their black-box nature and the requirement for large training data has 

meant that they have so far been limited in their practical use for FDIR (utilities require a method that can 

be trusted and explained, and this is a challenge for ANN decisions). Another area of niche approach is the 

use of dynamic programming or multi-stage decision frameworks for sequential restoration, or approaches 

that are suited for special situations (such as fast restoration after a large outage or taking into account cold 

load pickup constraints). Given the emphasis on traditional approaches, we are only highlighting ANN and 

IoT based approaches to acknowledge they exist: they are part of recent smart grid research but not yet 

mainline utility practice for FDIR. For example, an FDIR framework based on IoT could use IoT sensors to 

send real-time information to a cloud platform that executes restoration algorithms. Such systems promise 

even more data visibility and perhaps using advanced analytics, but also raise the concerns of data 

management and latency. For now, traditional automation with dedicated sensors (such as SCADA points 

and FPIs) is the practical solution in most implementations of FDIR in utilities. 

 

COMPARISON OF FDIR METHODS IN UTILITY SETTING 

Each of the above categories of FDIR solution has its own advantages and disadvantages. A comparative 

look from the standpoint of the utility application is useful in determining which methods are appropriate 

under what circumstances: 

o Speed and Autonomy: The distributed rule-based schemes and multi-agent systems are very good 

in terms of speed and autonomy. They are able to identify and isolate faults and get power back online in 

seconds without requiring a central coordinator. This makes them ideal for critical feeders where even a 

minute of delay in communication could mean hundreds of other affected customers. However, their 

autonomy implies that they act based on the local information, so if the network operating state is different 

from what the rules anticipate (i.e., an unusually high load on an alternate feeder), they may make a less 

than optimal decision. Centralized optimization-based approaches may take longer (several seconds to a 

minute to run computations), but take into account global data and can prevent such pitfalls. In practice, 

some DMS use a fast heuristic for immediate restoration, and recompute an optimized switching plan some 

short time later and perform additional switching if needed - effectively a two-stage approach. 

o Optimality and Restoration Percentage: Mathematical programming and some meta-heuristics are 

able to find solutions to restore the maximum possible load with the constraints (they may even do more 

than a greedy algorithm). For instance, a greedy solution would perhaps restore one section with feeder X 

and find feeder Y overloaded for the rest, meaning that some customers are left out, but an optimal solution 

would perhaps have distributed the load between two feeders and restored everybody. Studies have shown 

that meta heuristic or MILP methods can give a few percentage points improvement in the restored load in 

complicated cases. The trade-off is complexity and computational burden. For most single-fault cases on a 

radial system, a good heuristic or expert system can do almost as well as optimal restoration (because 

usually you just give the isolated area from the nearest source). The differences become important in heavily 

meshed or networked distribution systems (which is rare in distribution) or cases where multiple faults exist 

or where resources are limited (such as generation capacity in microgrids). 

o Scalability: As distribution systems grow (and especially with the advent of active networks with 

many DERs), scalability of the FDIR algorithm becomes important. Centralized methods that require the 

solution of a large MILP or the execution of full power flows may have problems as the network size grows 

or if there are many switches. Techniques such as network partitioning (separating the zones of outages) and 

parallel computing could help. Distributed multi-agent approaches are inherently scalable with regard to 

network size - if more agents are added, the communications network simply becomes larger, and decisions 

are always local - but the logic in each agent may have to cope with more neighbors. Meta-heuristics have a 

time complexity of approximately proportional to the size of the search space; clever encodings and pruning 

may reduce the effect of this. 

o Ease of Implementation and Maintenance From a utility point of view, a solution that is too complex 

to implement or maintain will face adoption hurdles. Rule-based schemes and expert systems were popular 

in earlier decades due to the fact that engineers could directly understand and tweak the rules. As networks 

change (new feeders, new ties), maintenance of an expert system requires that the rules be updated 

accordingly and this can be labor intensive, but straightforward. Optimization algorithms and meta-

heuristics need more specific knowledge to adapt or troubleshoot - an engineer may need to tune the solver 
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or algorithm parameters if the operating conditions of the system change. The trend in modern ADMS 

(Advanced Distribution Management Systems) software is to have some sophisticated algorithms under the 

hood but a user-friendly interface. For example, an ADMS might permit the operator to press a "Restore 

Service" button, which invokes an internal optimization algorithm - the complexity is not visible to the 

operator, but the vendor and engineers do make sure that the parameters of the algorithm are the same as the 

network model. In this regard, hybrid approaches, which use human readable logic, while combining it with 

algorithmic rigor, can be attractive (e.g., expert system to handle most cases, and fall back to an 

optimization routine for edge cases). 

o Handling of Distributed Energy Resources (DERs): Traditional FDIR approaches were based on 

the assumptions of a passive radial network with power inflows from the substations. The growing number 

of DERs (solar PV, energy storage, etc.) that are connected to distribution feeders makes fault handling a 

problem. There is risk of unintentional islanding (a section with DER might continue feeding even after 

isolation) and bidirectional flows which can confuse protection. Traditional overcurrent based detection may 

not work well if fault current contribution from DER is significant or if a portion of feeder is islanded. 

Solutions such as adaptive protection, islanding detection, and DER tripping on faults are implemented to 

make sure that FDIR can still work. Restoration algorithms also must take DER into account: For example, 

a section with a microgrid could self-supply rather than be restored from some distant feeder. Multi-agent 

systems are especially suitable for such situations, where agents can choose to be intentional islands with 

DG support. Optimization approaches can incorporate the DER generation limits as additional capacity in 

the restoration planning. The important thing to note is that the modern utility context requires that FDIR is 

DER-aware, but the old backbone (fast detection, secure isolation, reconfiguration) is the same - with 

perhaps some additional steps to trip or coordinate with DER in the case of faults. 

o Reliability and Safety: Automated restoration must always take safety as a primary consideration 

(no unintended energization of a line being repaired, no closed loop that could lead to circulating currents). 

Traditional methods baked in conservative rules to avoid these issues and any algorithm must adhere to 

these rules. For instance, there may be a rule which requires a visual clearance or a check that the faulted 

section is positive de-energized before closing a tie. In the case of centralized algorithms, these are modeled 

as constraints (the faulted switches must be open). Testing and simulation are very important before 

implementing any scheme of FDIR. Many utilities test the scheme in offline simulations or in a lab 

environment before allowing the automatic operation of the scheme, but even then allow for manual 

operator override. Traditional schemes are old and therefore are often thought of as more proven. New AI 

based schemes (like those using machine learning) will have to achieve similar trust; hence currently they 

are usually deployed in advisory roles rather than full automatic control. 

In conclusion, the traditional FDIR methods ranging from simple heuristics, expert systems to mathematical 

optimizations have shown their value in distributing more reliable. The main features of some of these 

methods are summarised in Table 1: 

 

Approach Strengths Limitations 

Rule-based / Expert 
Fast execution; easy to understand; proven in 

practice. 

May be suboptimal; needs updating for 

new scenarios. 

Heuristic Search Simple implementation; quick solutions. 
Can miss best solution; may not handle 

multiple constraints well. 

Mathematical 

Programming 

Finds optimal or near-optimal restoration 

plan; can handle multiple objectives 

precisely. 

Computationally intensive for large 

systems; requires accurate modeling. 

Fuzzy Logic 
Handles uncertainty and multi-criteria 

smoothly. 

Design of membership functions is ad 

hoc; results not guaranteed optimal. 

Meta-heuristic 

(GA/PSO/etc) 

Flexible; good for large complex spaces; can 

improve restoration outcomes. 

Needs tuning; not guaranteed same result 

every run; slower than heuristics. 

Multi-Agent Very fast local control; scalable; no single Complex coordination; relies on 
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Approach Strengths Limitations 

(Distributed) point of failure. communication; may need extensive 

testing. 

 

Utilities often settle on some combination that fits their network size, operational philosophy, and regulatory 

requirements. For example, a large urban utility with numerous feeders and ties may invest in a full ADMS 

with optimization-based FLISR, while a smaller utility may deploy a vendor's distributed automation 

package on critical feeders with pre-defined logic. Both are capable of the desired increase in reliability 

when well engineered. 

 

CONCLUSION 

The evolution of Fault Detection, Isolation, and Service Restoration in Distribution Systems is a great 

example of how automation can be used to enhance the reliability of electrical service. Traditional FDIR 

techniques, born through years of operational experience and study, are still very relevant in the utility 

environment today. Approaches like rule-based expert systems and heuristic switching algorithms have the 

benefit of being simple and have been successfully implemented in many systems that have resulted in real 

reductions in outage durations. Meanwhile, more sophisticated optimization and hybrid methods provide the 

potential for squeezing out more performance gains, particularly as the complexity of the distribution 

networks grows with distributed generation. 

A modern power distribution grid, however, with its growing complexity, is still based on the basic FDIR 

sequence: quickly identify the fault, isolate the smallest possible area and restore supply by reconfiguration 

of the network. Achieving this in an optimal way has been the objective of both utility engineers 

(developing practical schemes that "just work") and academics (developing novel algorithms). As reviewed 

each category of traditional method adds tools to the toolkit. The optimal answer for a given utility may well 

be a custom mix - for example, the centralized optimization of normal situations and local automatic control 

in storms when communications are down, to make sure the grid is resilient in all situations. 

Looking ahead, combining newer technologies (advanced sensors, IoT communication, machine learning 

for predictive analytics) can be used to complement the traditional methods instead of replacing them. We 

envision that there will be a convergence where AI could be used to quickly analyze fault data or to predict 

the best strategies, but the execution of that strategy still uses the deterministic rules and optimization 

checks that ensure safety and reliability. The idea of a self-healing grid will keep evolving and FDIR will be 

the key to it. In summary, FDIR in the modern distribution system is a combination of the wisdom of the 

traditional engineering solutions coupled with incremental improvements from the emerging techniques to 

achieve a reliable, rapid, and efficient restoration of service after faults - a critical aspect of tomorrow's 

smart grids. 
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