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Abstract:

Large language models (LLMs) and other generative models are examples of generative artificial
intelligence that has been incorporated into the cyber threat landscape. This has made it possible for
new malware classes to emerge that are highly variable, dynamically generated, and adversarial
optimized to avoid conventional detection. In order to understand why current static and dynamic
detection systems are unable to effectively combat Al-generated malware, this dissertation analyses its
emergence, describes its capabilities and attack patterns, and suggests a multi-layered defence strategy
that combines behavioural analytics, adversarial-robust machine learning, provenance and supply-
chain controls, and policy/operational measures. In addition to surveying recent detections and proof-
of-concepts, we present a threat model for LLM-assisted malware, identify detection challenges
(polymorphism at scale, runtime code generation, prompt-as-payload, data-poisoning, adversarial
examples), and suggest workable countermeasures such as model-aware detectors, runtime provenance
telemetry, Al-driven hunting, and legal/regulatory interventions. A suggested structure for defenders'
research and evaluation is offered, along with suggestions for testbeds, metrics, and datasets. The
dissertation ends with a study agenda for the academic and business communities as well as an
implementation plan for enterprises. A thorough synthesis of recent events and current knowledge, a
threat model for malware with Al capabilities, and a workable, tiered security mechanism designed to
lessen attacker leverage from generative Al are some of the main contributions.

Keywords: Al-generated malware, large language models, adversarial ML, runtime code generation,
malware detection, cybersecurity countermeasures.

I. INTRODUCTION/BACKGROUND

Artificial intelligence has evolved into a technology with two uses: attackers are using Al to create
increasingly complex, scalable, and evasive attacks, while defenders are using ML to identify and neutralize
threats. Adversaries are now able to create convincing social engineering, create tailored malware payloads,
and even plan multi-step assaults on their own because to generative models, particularly LLMs that can
generate code, scripts, and plain language at scale. The importance of creating detection strategies that are
resilient to these novel capabilities is highlighted by noteworthy demonstrations and preliminary real-world
discoveries (such as LLM-enabled instruments found in the wild). This dissertation suggests an integrated
defense approach while examining the technological, operational, and policy ramifications of malware
produced by artificial intelligence. Emergent LLM-enabled malware samples and proof-of-concepts that
employ local or remote LLMs for dynamic behavior and create malicious code at runtime are demonstrated
by recent research and industry publications, highlighting the changing environment defenders must contend
with [1].

A. Terminology

Malware that is created, altered, or run using Al models (such as LLMs) either during development or at
runtime is referred to as Al-generated malware or LLM-enabled malware. This incorporates Al-assisted
decision logic, dynamic prompt-driven payload construction, and code auto-generation.
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Instead, then delivering static harmful binaries, real-time code creation creates previously unknown code and
executes it during program runtime. Static signatures and certain heuristic detectors can be defeated in this
way.

Adversarial malware is malware that is purposefully designed to use evasion strategies or adversarial
examples to take advantage of flaws in ML-based detectors. The production of such hostile samples can be
scaled using LLMs [1].

B. Why AI Changes the malware calculus

More complex social engineering (voice/audio deepfakes, high-quality phishing) is made possible by
generative Al, which also boosts scale (mass-creation of polymorphic variations) and decreases technical
obstacles (automating code authoring, obfuscation, and variant generation). According to studies and vendor
evaluations, LLMs can be used in conjunction with automation and scripting to produce dynamic attack chains
that are more difficult to identify using conventional technologies [2].

II. LITERATURE REVIEW

Academic research, industry white papers, vendor danger reports, and standards-level guidelines about the
misuse of generative Al in cybersecurity and countermeasures are summarized in this area.

A. Technical and scholarly literature

Recent studies and surveys (2023-2025) have examined generative models' potential for harm as well as
protection mechanisms. The misuse of generative models, adversarial machine learning taxonomies, and
methods for creating reliable detectors are among the subjects covered. Some noteworthy themes are the
potential of LLMs to produce obfuscated and exploit code, the susceptibility of security-oriented machine
learning models to adversarial instances, and the requirement for data and model provenance in order to
attribute and correlate criminal use [2].

B. Threat and Industry Intelligence

Proof-of-concepts and early malware samples that incorporate LLM prompts or runtime-access LLM APIs to
create malicious payloads have been described by security companies (e.g., MalTerminal, PromptLock). Non-
static payloads, embedded API keys/prompts, and locally hosted LLMs that evade network monitoring are
the novel detection issues highlighted in these papers. Vendors advise prompt/policy scanning for suspicious
tokens or embedded model invocation, as well as behavior-centric detection.

C. Research gap in the literature

Standardized datasets for Al-generated malware, benchmarks for assessing detector resistance to LLM-
synthesized variants, scalable runtime provenance mechanisms, and cogent regulatory frameworks addressing
local model misuse are among the gaps in the developing analysis. The methods proposed later in this research
is motivated by these gaps [2].

ITII. THREAT MODEL: MALWARE POWERED BY Al

A. Capability of the Attacker

Attackers with low skill levels that create scripts, obfuscated payloads, and social engineering content using
public LLMs.

Competent adversaries that use malware corpora to refine models or link LLMs with exploit frameworks to
automatically put together multi-phase attacks.

Ingenious actors that blend model outputs with runtime loaders, host custom corpus-trained local models (to
circumvent API traceability), and engage in adversarial tweaking to avoid detection. Threat escalation is
shown by evidence of locally hosted LLM-powered ransomware [3].
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Figure 1: Lifecycle of AI-Generated Malware.

B. Vector of Attack

Automated variation generation: To get around sample-based and signature-based machine learning, create
thousands of binaries or scripts that are syntactically distinct but functionally similar.

Runtime payload generation: Provide a small loader that dynamically creates and runs payloads by querying
a model, either local or remote.

Prompt-as-payload: Code or configuration that contains prompts and API keys that tell external models to
generate malicious content when they are prompted.

Al-assisted social engineering includes persuasive chat chats, artificial voice calls, and extremely convincing
spear-phishing for focused penetration [3].

C. Objectives and Limitations

Attackers strive for scalability, low detection likelihood, and high success rates. Model access, computational
resources, and the possibility of traceability issues when utilizing third-party APIs are among the limitations.
Locally running models reduces traceability but increases operational complexity for attackers (which is offset
by the growth of open-source LLM).

IV. DETECTION DIFFICULTIES

Since many of these systems were not built to manage the volume and sophistication made possible by
generative models, the rise of Al-generated malware presents serious challenges to current security measures.
The effectiveness of conventional static analysis and signature-based detection techniques is declining.
Thousands of polymorphic malware versions that are syntactically different but functionally equal can be
easily produced using large language models. This feature overloads signature databases, making them
outdated before defenders have time to update them. Furthermore, the actual payload frequently stays
concealed until execution because a large portion of the malicious functionality might be created at runtime,
making static scanners ignorant to the real threat [3].

Once thought to be more adaptable, machine learning-based detection techniques are equally vulnerable. High
rates of evasion result from adversarial cases produced by LLMs that take advantage of flaws in detection
boundaries. Detectors trained on historical data rapidly encounter dataset drift, when the distribution of fresh
malware no longer resembles the training set, because LLMs may generate customized, evasive samples at
scale. The precision of detection is significantly reduced as a result [4].

Although behavioural analysis has its limits, it does provide some promise. Malware produced by Al may
behave in a non-deterministic manner, changing its outputs according to context, prompts, or runtime
circumstances. This makes it more difficult to profile and identify. Additionally, since no external API traffic
is produced, attackers hosting local language models can evade conventional network-based detection
techniques. Lastly, the lack of sizable, annotated datasets of Al-generated malware for developing reliable
detection systems presents a significant operational challenge. Defensive activities are made more difficult by
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the difficulty of attribution and campaign correlation in the absence of provenance information regarding the
location and method of code generation [4].

V. DEFENCE FRAMEWORK AND COUNTERMEASURES

A. Technical Repercussions

Technological innovation must be the first step in an effective protection against viruses created by Al
Because they can be retrained using artificial adversarial samples to more accurately identify evasive variants,
model-aware detection methods are a significant advancement. Another benefit of utilizing semantic features
is that, in contrast to surface-level code features, they are more difficult for attackers to conceal. Examples of
these aspects include resource use, control flow, and API calls. Equally significant are runtime provenance
and telemetry, which make it possible to identify embedded API keys, dubious prompts, or odd model
invocation libraries. The capacity of defenders to reconstruct and evaluate attacks can be further strengthened
by high-fidelity logging of network behaviors and execution lineage [5].

B. Deception and Behavior-Centric Approaches

By creating baselines of typical behavior and highlighting anomalies, unsupervised anomaly detection
algorithms offer insightful information. These tactics, when combined with deception technologies like
honeypots, produce settings that lure attackers into disclosing their techniques. By capturing prompts and
payloads, honeypots made especially for LLM-enabled malware might improve defenders' understanding of
adversary strategies.

C. Al Used Defensively

It's interesting to note that defenders can also benefit from generative Al. Security teams can strengthen
detection pipelines against assaults before they happen by simulating elusive malware types with their own
models. The arms race dynamic that now characterizes cybersecurity is highlighted by this "Al versus Al"
strategy [5].

D. Procedures for Operations

Operational procedures offer crucial resilience in addition to technology. Strict reviews of Al-generated code
should be mandated by organizations to avoid unintentionally introducing malevolent logic or vulnerabilities.
Frequent red-team drills using LLM-assisted attack simulations can reveal vulnerabilities in incident response
and detection. Access governance is just as important; restricting and keeping an eye on the use of internal Al
models makes sure that neither insiders nor outside enemies can readily take advantage of them.

E. Ecosystems and Policy Measures

More cooperation at the ecological level is required. To stop fraudulent use of their platforms, Al model
suppliers need to implement monitoring tools, rate limitations, and abuse detection policies. The academic
community will be able to evaluate defences more consistently and robustly if standardized datasets of Al-
generated malware are created and shared. To handle cross-border dangers, regulatory frameworks should
make clear the obligations of model providers and promote international collaboration [6].

VI. EVALUATION AND EXPERIMENTATION METHODOLOGY

A. Development of Dataset

Carefully selected datasets are necessary for assessing defenses against Al-generated malware. Using LLMs
and rigorous ethical requirements, a synthetic corpus of harmful samples would replicate a variety of real-
world attack situations. Python, PowerShell, Lua, and other scripting languages should be included in this
dataset, along with a few binary payloads. To monitor false positive rates and make sure detectors don't
identify innocuous apps, a supplementary benign corpus is necessary.

B. Measures of Performance

A standardized set of metrics should be used to evaluate detection systems. While true positive and false
positive rates are still fundamental, other metrics like robustness to undiscovered variants and evasion success
rate offer more in-depth information. Since Al-generated malware is constantly changing and causing
distribution shifts, long-term performance monitoring will also be essential.
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Figure 2: Al Generated Malaware

C. Conducting Experiments Safely

All experiments must be carried out in supervised sandbox settings to ensure safety. When malware is being
executed, instrumented virtual machines should record network communications, file system modifications,
and process lineage. Defensors can analyze malicious activities using this large dataset of telemetry without
having to worry about being exposed in the real world.

D. Example of Experiment Design

Training a baseline machine learning detector on standard malware datasets and then comparing its results
against a batch of LLM-generated samples is one potential experiment. Researchers could use synthetic
versions for adversarial retraining after identifying early flaws and reassessing performance. In addition to
assessing efficacy, this type of recurrent testing would identify methods for enhancing resilience [6].

VII. PoLICY, GOVERNANCE, AND OPERATIONAL RECOMMENDATIONS

Policy and governance frameworks offer the structural support required to combat Al-enabled malware, even
though technical defenses are still crucial. Clear policies controlling the usage of Al tools in software
development should be put in place at the organizational level. These policies should include requirements
for logging, auditing of all Al-generated code, and formal approvals for integrating generative outputs into
production systems. To identify suspicious activity early, it should be mandatory to monitor both local and
cloud-based LLM usage. Strong abuse prevention measures, like anomaly detection for malevolent prompt
patterns and throttling questionable behavior, should be contractually required of suppliers and vendors,
especially those offering LLM services.

Setting up acceptable disclosure guidelines for Al-enabled malware discoveries is crucial from an ecosystem
perspective. Clear, safe mechanisms must be in place for researchers and security companies to notify model
providers and appropriate authorities of misuse. However, as adversaries work beyond borders, it is critical
to promote international cooperation. The development of common benchmarks, datasets, and compromise
indicators can be accelerated by standards organizations and cross-industry consortiums. In order to balance
innovation and security and ensure accountability for generative model misuse, regulatory frameworks may
also need to change. The only long-term solution is to incorporate concerns about Al exploitation into larger
cybersecurity governance plans [7].

VIII. RECENT EVENTS AND CASE STUDIES

The actuality of Al-generated malware and the difficulties in detecting it are demonstrated by a number of
recent occurrences. MalTerminal, which SentinelLabs discovered in 2025, is one well-known example. This
virus was able to function as an attacker's virtual assistant by incorporating GPT-4 API keys and thoughtfully
constructed prompts into its code. Bypassing conventional static analysis, the malware produced dangerous
Python scripts during runtime. Only prompt-pattern scanning, which revealed the embedded instructions,
allowed for detection. This scenario illustrates the necessity for new detection signals that go beyond binary
signatures as well as the originality of prompt-as-payload solutions [7].

PromptLock, which was examined by ESET researchers in 2025, is another noteworthy occurrence.
PromptLock created malicious Lua scripts dynamically using a locally hosted LLM, in contrast to
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MalTerminal, which depended on remote API calls. This method made identification through conventional
monitoring considerably more challenging by removing warning indicators like network traffic to AI APIs.
The trend toward local model hosting is concerning since it makes it harder for defenders to see the Al
components of malware.

The scalability of Al-enabled attacks has been shown in larger research, going beyond individual incidents.
LLMs can produce tens of thousands of malware variants, many of which are able to elude ML-based
detectors, according to controlled trials. These results highlight the main issue: defenders now have to contend
with an almost endless supply of machine-generated malware instead of only human-crafted malware.
Together, these examples show why, in order to combat the ever-evolving threat landscape, defenders need
to quickly adjust with model-aware detection, strong machine learning techniques, and policy-level
interventions.

IX. PROSPECTS FOR FUTURE RESEARCH

The creation of model-aware malware detection systems is one of the most urgent areas for further study.
Conventional defenses mostly rely on behavioral heuristics or signature matching, neither of which adequately
captures the special traits of malware created by artificial intelligence. Researchers need to look at detectors
that specifically take into account their understanding of generative models' workings, particularly their
propensity to use adversarial prompts and produce syntactic variance. A new line of defence suited for the
age of Al-enabled threats may be created by incorporating LLM-specific heuristics, such as the detection of
suspect token distributions, odd prompt embeddings, or runtime invocation of local Al libraries [8].
Adversarial co-evolution, in which defensive models are continuously trained against Al-generated malware
samples, is another crucial area of research. Defenders can use a "red-team blue-team" strategy in which their
own generating systems mimic assaults to stress-test detection pipelines, much like attackers use the
inventiveness of LLMs to create new harmful versions. Although it resembles an arms race, the co-evolution
of defensive Al models and generative adversarial malware holds potential for increasing resilience over time.
There is a lot of untapped potential for future research into the best adversarial training techniques, such as
curriculum learning or reinforcement-based adversarial sampling.

A further crucial area of research is explainability in Al-based detection systems. Because Al-generated
malware is dynamic and frequently opaque, security analysts need to be able to comprehend why a system
flags a file or process as malicious. Transparency in detection results can be provided by explainable Al
techniques such as attention-based visualizations, SHAP values, and local interpretable model explanations
(LIME). Al-driven defences will become increasingly feasible to implement in business and government
environments as a result of these developments, which will aid in bridging the gap between automated
detection and human trust [9].
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Figure 3: Risks Associated With Using Al

In cybersecurity, attribution has always been difficult, but it has become even more difficult with the
introduction of malware created by artificial intelligence. Methods for differentiating between code generated
by LLMs and code produced by humans must be investigated in future studies. Prompt watermarking, code
stylometry, and metadata analysis are among methods that can reveal provenance. Through the provision of
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evidence that may be utilized in cybercrime attribution, prosecution, and international cooperation, this line
of research will also support legal and policy frameworks [10].

One of the biggest barriers to significant advancement at the moment is the lack of publicly accessible,
standardized databases of malware produced by artificial intelligence. New detection techniques cannot be
reliably benchmarked without such datasets. Future studies should concentrate on building large-scale corpora
that depict a variety of Al-generated dangers in a safe and moral manner. Initiatives might include publishing
polymorphic malware samples under responsible disclosure frameworks and employing different LLM
architectures to generate them under control. The research community can prevent effort duplication and
quicken the rate of discovery by establishing common benchmarks [11].

Malware produced by Al is not just a technological problem; it has implications for political science,
economics, psychology, and law. For instance, research on the human aspects of social engineering in
conjunction with phishing efforts produced by Al may help shape hybrid defence tactics. When an Al model
is directly or indirectly accountable for creating damaging code, legal scholars might investigate how liability
frameworks should change. The market motivations propelling the covert use of Al systems for cybercrime
could be examined by economists. This problem is ideally suited for collaborative, cross-domain research that
transcends compartmentalized technical studies due to its interdisciplinary nature [12].

The field of malware and its detection will change as a result of the development of associated technologies
like edge Al, neuromorphic circuits, and quantum computing. Attackers may be able to create even more
evasive variations through quantum-inspired optimization, and behavioural anomaly detection may become
more effective at scale thanks to neuromorphic designs. In a similar vein, edge Al offers the potential to enable
on-device, privacy-preserving detection, but it may also enable attackers to introduce malware that has little
visibility into the cloud. Future studies need to be flexible and foresee how the problem of Al-enabled
cyberattacks will interact with these more general technology trends [13].

X. CONCLUSION

The significant influence of Al-generated malware on contemporary cybersecurity has been studied in this
dissertation. Adversaries can now create malware that is polymorphic, evasive, and able to dynamically
change its behavior at runtime by utilizing the adaptability and creativity of big language models. Through
the introduction of distribution shifts, adversarial examples, and non-deterministic execution patterns, the
study has demonstrated how these innovations compromise conventional defenses, ranging from signature-
based techniques to machine learning classifiers. Simultaneously, the swift development of generative Al
democratizes malware production, reducing the entry barrier for hackers and increasing the threat's total
magnitude [14].

The results highlight a key theme: an arms race between offensive and defensive Al applications is becoming
more and more prevalent in cybersecurity. Defenders must use Al for detection, prevention, and quick incident
response, much as attackers use generative systems to create new threats. The ability of defenders to develop
fast enough to foresee and counter these changing tactics will determine the balance of power. In contrast to
previous malware waves, Al-generated threats change at the pace of a machine, necessitating the adoption of
automation, adversarial testing, and proactive resilience techniques by defenders.

The emergence of Al-generated malware presents significant ethical and policy issues that go beyond the
technical sphere. Accountability issues arise: are model providers responsible for malicious usage of their
systems? What protections against abuse should be required for publicly available Al models? The worldwide
scope of cybercrime exacerbates these problems, necessitating standardized international laws and
collaborative frameworks. However, in order to maintain trust among businesses, regulators, and end users,
defensive Al systems must be transparent and explainable [14].

It will take a team effort that goes beyond specific businesses or research facilities to solve the issue of
malware created by artificial intelligence. Governments, academic institutions, and the corporate sector must
work together on disclosure procedures, pooled datasets, and red-teaming exercises that mimic threats posed
by artificial intelligence. In order to monitor questionable usage trends, apply abuse-prevention features, and
provide technological safeguards like watermarking or cryptographic provenance, cybersecurity communities
must also collaborate with Al developers. The only way for the world community to remain ahead of enemies
with generative Al is to combine resources and insights [15].
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In the end, the emergence of malware created by Al represents a paradigm shift in cybersecurity rather than
just a new chapter. It pushes defenders to reconsider long-held beliefs, adopt multidisciplinary strategies, and
get ready for a future when computers will constantly produce both the dangers and the answers. Despite the
significant hazards, there is a chance to create a new generation of security systems that are transparent,
intelligent, and adaptable. Depending on how well these initiatives work, the next ten years of digital change
will either be characterized by exploitation and susceptibility or by trust, creativity, and resilience [15].
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