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Abstract:

The proliferation of mobile devices, IoT endpoints, and edge computing nodes in modern
telecommunication infrastructures, particularly within the context of 5G and emerging 6G networks,
has resulted in the generation of vast, distributed, and highly sensitive datasets. These data sources are
vital for enabling intelligent services such as anomaly detection in mobile networks, predictive
maintenance of telecom equipment, real-time traffic forecasting, and personalized customer experience
optimization. However, traditional centralized machine learning (ML) paradigms are ill-suited for
handling such data due to stringent latency requirements, limited bandwidth availability, privacy
regulations (e.g., the General Data Protection Regulation, or GDPR), and computational heterogeneity
across devices. In response to these limitations, Federated Learning (FL) has emerged as a promising
distributed ML approach that allows multiple edge and mobile devices to collaboratively train global
models without sharing raw data. This decentralized learning paradigm ensures that data remains on-
device, thereby enhancing privacy while minimizing bandwidth usage and reducing inference latency.
This paper presents a comprehensive design and performance analysis of Federated Learning in mobile
and edge environments with a specific focus on telecom use cases. We propose a robust hierarchical FL
architecture that integrates three layers of computation: the client layer (smartphones, sensors, IoT
devices), the edge layer (Mobile Edge Computing nodes co-located with 5G base stations), and a
centralized cloud coordination layer. Our proposed framework incorporates advanced strategies for
client selection based on computational resources, connection stability, and trust metrics. A hybrid
reputation-based mechanism is utilized to exclude malicious or unreliable clients, thereby maintaining
the integrity of global model updates. Moreover, the system leverages edge-level personalization
techniques to fine-tune global models to fit local environments, thereby significantly improving
performance under non-independent and identically distributed (non-1ID) data conditions, a common
characteristic in telecom systems.

To evaluate our approach, we simulate real-world telecom scenarios involving thousands of mobile
clients distributed across multiple geographical edge zones. Experimental results demonstrate that the
hierarchical FL model achieves superior training efficiency, faster convergence, and higher global
accuracy compared to traditional flat FL and centralized learning systems. Specifically, our model
exhibits a 40—-60% reduction in communication overhead, a 3—7% increase in classification accuracy for
network anomalies, and over 50% acceleration in training convergence time. Additionally, energy
consumption on client devices is substantially reduced due to localized update mechanisms and lower
transmission requirements.

This research contributes a scalable, resilient, and privacy-preserving framework suitable for intelligent
service delivery in mobile telecommunications. The proposed system architecture and insights can be
directly extended to next-generation telecom applications in smart cities, autonomous networks, and
mission-critical IoT services, paving the way for operationalizing federated intelligence at the network
edge.

Keywords: Federated Learning, Mobile Edge Computing, 5G Networks, 6G Readiness, Telecom Use
Cases, Hierarchical FL, Non-IID Data, Privacy-Preserving Al, Edge Intelligence, Network Anomaly
Detection, Client Selection, Model Personalization, Resource-Aware Scheduling, Distributed Machine
Learning, Trust-Based Participation
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I. INTRODUCTION

Paradigm Shift for the Telco Sector: The growth of connected devices, the introduction of 5G networks, and
the emergence of 6G systems are ushering in a new era for the telecommunications industry. These have
expanded in both scale (number of nodes, devices, and objects) as well as complexity for telecom
infrastructures, which dramatically increases the intelligence demand. Whether it is mobile devices, IoT nodes,
or edge computing environments, the long-tail locations of new-age data sources generate a lake of
Heterogeneous and distributed, privacy-sensitive data. This rapid growth in the amount of data, along with
new requirements for ultra-low latency, high availability, and real-time analytics to deliver key telco services
like predictive maintenance of radio access network (RAN) equipment, live Quality of Experience (QoE)
estimation, detection of network anomalies or threats into the telecommunications sector spectrum allocation
optimization, and customer behaviour modeling.

Centralized data analytics algorithms require feeding raw data from traditional telecom systems to cloud-level
data centers, where machine learning (ML) models can be trained. Unfortunately, such methods are quickly
becoming untenable for several reasons. For one, centralized data gathering creates significant privacy and
regulatory hurdles, particularly in a world where the General Data Protection Regulation (GDPR) and the
California Consumer Privacy Act (CCPA), to name just two legislations governing data usage, have serious
coercive powers. The second is where massive volumes of data are transmitted from edge and mobile devices
to central servers, leading to network congestion, long latencies (i.e., perceived delays), and high energy
consumption. The non-IID distribution of data across devices and regions causes centralized models to
underperform due to the assumption of data homogeneity and stationarity.

Federated Learning (FL) is developed to address the limitations of traditional ML training, such as data privacy
and network resources. FL is a type of distributed machine learning in which multiple computers (such as
mobile phones or whole data centers) cooperate to learn a shared model, while keeping all the training data on
the local devices, never requiring it to leave. Data privacy (since only model updates, i.e., gradients or
parameters, are exchanged between the device and the aggregator, while the dataset remains private), low
communication cost, and improved model personalization. This decentralized paradigm is well-suited to the
decentralized architecture of next-generation telecom networks in general, and those empowered by Mobile
Edge Computing (MEC) in particular.

However, the telecommunication systems and technologies are facing new hurdles due to their integration into
telecom systems. Numerous mobile and edge devices vary in terms of processing power, memory, battery life,
and connectivity to your network. As the data generated across clients is non-IID, individual client models will
be biased, thus impairing the convergence and generalization of the global model. Additionally, they
sometimes experience issues with connections when switching between different mobile networks, and the
availability of devices makes synchronous training cumbersome. Other, more nefarious concerns stem from
potential attacks, such as model poisoning and client misbehaviour, which call into doubt the robustness and
security of the deployed system.

Our contribution to this work is to describe a comprehensive implementation framework for handling telecom
use-case-intended Federated Learning on mobile and edge devices. Our contributions are multi-fold. To
introduce the hierarchical FL architecture in Cable — with three tiers: client layer (end-user mobile and IoT
devices), edge layer (MEC servers close to 5G base stations), and cloud layer (central coordination, long-term
model storage) Secondly, we present a dynamic and resource-efficient client selection mechanism relying on
computational readiness, data quality and trust scores to maintain resilience of the system. Third, to enable the
personalization of models at the edge layer, we introduce techniques that perform well under non-IID
distributions. Additionally, we incorporate secure and privacy-preserving data manipulation techniques, such
as differential privacy and secure aggregation, to safeguard the model against malicious attacks and data
leakage.

Using extensive simulations based on real-world telecom scenarios, including network fault detection and user
mobility prediction, we demonstrate the efficacy of our approach against traditional FL methods and
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centralized training baselines. Our results suggest that Hierarchical FL can decrease communication overhead,
accelerate model convergence, enhance accuracy with non-IID data, and conserve energy on mobile clients.

II. LITERATURE REVIEW

More recently, there has been a rapid adoption of Federated Learning (FL) as a solution to decentralized
machine learning, as it keeps raw data local and enables global model convergence. The application of SFC to
mobile and edge computing environments, particularly within telecom use cases, has garnered growing
attention from both academia and industry. The key contributions relevant to the following sections have been
surveyed in hierarchical FL architectures, mobile edge computing (MEC) integration, client selection with
non-IID data distribution, secure aggregation approaches, and telecom-specific FL applications from the
existing literature.

A seminal work on FL in wireless networks was introduced by McMahan et al. when they developed Federated
Averaging (FedAvg), which essentially paved the way for federated optimization across heterogeneous
devices. Nonetheless, the notion of IID data and all clients participating synchronously for every round makes
it challenging to apply it in telecom-related environments, where distributions are often non-11D, connections
are unreliable, and devices have varying capabilities.

Hierarchical FL frameworks have been proposed to overcome these limitations. Zhang et al. Parallel to this,
CFEL (Cooperative Federated Edge Learning), a multi-tier FL system, was proposed by [1], which allows
cooperating edge servers to minimize the latency for training and reduce the network traffic. Their CE-FedAvg
algorithm incorporates cross-edge communication to synchronize models across MEC nodes, resulting in
significant latency and bandwidth reductions. This is especially useful in telecom environments, as MEC nodes
are located next to 5G base stations and serve as points of aggregation for clients spread across a large area.
Similarly, Jere et al. The works in [2] introduced an MEC-assisted FL system, which adaptively chooses clients
and refines communication rounds per resource status. Our method enables the reduction of training time on
weak devices, resulting in no stragglers and significant cost reductions for their framework. In telecom
networks, where device capabilities cover the spectrum from compelling smartphones to low-end IoT sensors,
this is essential.

Another enduring problem in FL is to handle non-IID data. Wang et al. Similarly, in [3], the authors of
CFLMEC (Cooperative Federated Learning based on MEC) propose a spectrum-aware client scheduling
algorithm that seamlessly embeds statistical heterogeneity and wireless resource allocation. The work of Tan
et al. applies directly to, for example, telecom systems that must ensure fair model performance across a given
set of base stations based on traffic patterns.

In a real-world setting, security and robustness are always significant concerns when deploying FL. Huang et
al. The authors of [4] provide a trust-aware FL framework where every client is provided with a temporal
reputation score calculated based on past performance. Lower scores can also lead a client to be slowly
eliminated from training rounds based on the suspicion that they are trying to poison or deliver corrupted
updates. It includes serialization using reputation-weighted aggregation, a vital part in mitigating the potential
negative actions of untrusted clients, as telecom networks often comprise millions of endpoints, including
spoofed or critical ones.

There are also well-known techniques for dealing with privacy-preserving in edge computing FL. Abreha et
al. After surveying the privacy mechanisms in FL, such as secure multiparty computation (SMPC),
homomorphic encryption (HE), and differential privacy (DP), as shown in Table 3, the authors of [5]
concluded. This is particularly more pragmatic for telecom vendors who handle sensitive client data, such as
location, usage patterns, and communication logs.

To mitigate the performance deterioration under non-IID settings, edge-level personalization has been
proposed as a promising solution. Ma et al. In [6], a client-edge-cloud architecture is proposed to enable
personalized FL, with learnable mixing coefficients between global and local models. Their approach enhances
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both global and regional performance, based on patterns they expected to observe in user behavior, which
differ between rural and urban use cases, a distinction commonly made in the context of telecom networks.
We now see the first steps towards the industrial usage of FL, and its interplay with practical telecom
workflows has begun to take shape. Li et al. The authors in [7] have mentioned the implementation of content-
based FL in mobile communication methods for modeling user mobility and service quality indicators. This
study serves as a reminder that mobile networks are severely resource-constrained, so scheduling and
lightweight model architecture are critical.

Saylam [8] provided an overview of FL on portable edge sensing devices, focusing on deployment strategies
for lightweight gadgets such as wearables and mobile terminals. While this paper focuses on healthcare, the
discussed methodologies, such as on-device training, asynchronous communication, and energy-efficient
model updates, are also directly relevant to telecom edge environments.

According to the literature, federated learning mechanisms targeted for mobile and edge networks are
gradually reaching a mature stage. However, no prior work provides a unified solution to exploit client trust,
hierarchical aggregation, non-IID personalization, and resource-aware scheduling under real-world telecom
constraints. Our proposed approach overcomes this limitation and incorporates these features in a 5G and 6G
telecom-system-friendly, scalable, and privacy-conscious design.

III. METHODOLOGY

Compared to existing works, the proposed methodology utilizes hierarchical model aggregation, dynamic
client participation, trust-aware scheduling, and personalized models to deliver a scalable, privacy-preserving,
and resource-efficient federated learning (FL) architecture for telecom environments. At its core, this approach
employs a three-tiered system architecture (client layer, edge layer, and cloud layer), all working in concert to
support federated training while maintaining privacy and minimizing communication overhead.

In the client layer, data sources have local storage and computation capacities. Mobile devices, which serve as
locally available sources of both sensing and assessment at runtime, are deployed with base station sensors,
while user equipment brings further capabilities to the table. Instead, every client trains on their device using
inherently available telecom data, such as signal quality indicators (SQI), mobility traces, call logs, and fault
events. Moreover, since different users, locations, and device types (such as attached antennae, chipset drivers,
and therapeutic drugs they might take) have very different underlying network conditions and usage patterns,
this data is naturally non-IID. The training is kicked off upon initialisation of a global model which is
broadcasted to each participating client from there own edge aggregator Each client trains a local version of
the model using stochastic gradient descent or other lightweight optimizers for some number of epochs then
later computes and sends encrypted model updates to an edge server (instead of raw data) over the network.
To handle heterogeneity and prevent client dropout, the feedback part of the training loop dynamically changes
based on local device computational limitations — i.e., it switches between larger batch sizes with low learning
rates and smaller batch sizes with higher learning rates throughout training rounds.

The edge layer is composed of localized MEC nodes that are colocated with 5G base stations or radio access
network (RAN) components. The edge servers, serving as gateways, collect all model updates from local
clients residing within their radio coverage zone. The aggregation process is carried out using the FedAvg
(Federated Averaging) protocol, in which local model updates are scaled by the number of data samples at
each client to generate a region-specific edge model. Edge servers selectively aggregate client updates using
differential compression based on cosine similarity metrics for adaptive clustering, thereby improving learning
efficiency under non-iid data distributions. Edge servers cooperate with neighbouring edge nodes to
horizontally synchronize (inspired by CFEL: Cooperative Federated Edge Learning) using cooperative
exchange protocols as well. This scalable peer-to-peer communication avoids data silos and enables more
generalization across regional clusters without the need to exchange with competition at the cloud level every
round.
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The cloud layer serves as the global coordinator and store of truth for the evolving worldwide model. It receives
the aggregated models from all edge nodes at regular intervals and aggregates globally at a slower cadence to
save the bandwidth costs. The global model is being updated by taking the weighted average of edge models
sent to it via backpropagation and broadcast back to all edges for further local refinement rounds. Additionally,
the cloud supports various global hyperparameter tuning, model storage, and image versioning capabilities. It
enables client eligibility and provides incentives for participants, which are enforced by policy, in mission-
critical operations such as telecom, where network quality fluctuates frequently due to various reasons. Model
versioning ensures backward compatibility.

The methodology incorporates a dynamic reputation system-based trust and security framework. A trust score
is assigned to every client device based on how well its historical model contributes to quality, consistency,
and participation behavior. If a device sends corrupted or repeated updates or exhibits erratic performance, it
is penalized by missing rounds of participation and, in some cases, being removed from the training process.
This defense mechanism can thus thwart malicious updates to the network and increase its ability to defend
against poisoning attacks. Secure aggregation protocols and optional differential security noise injection in
unlocked/open client remnants are executed at both the existing level, with the conclusion result being true to
the nature of privacy preservation in telecom regulator frameworks.

This is achieved through a hybrid approach, in which the edge nodes store partial client-specific weights and
utilize a learnable aggregation coefficient to determine the extent to which their local models should influence
the global model. Moreover, telecom businesses operate in a high-context user experience landscape, where
tailored modeling comes with a very compelling upside. Updated Global Model and Personalized Component
— The latest global model and its component will be sent to clients, along with local training updates, enabling
them to further refine it on their devices. In this way, learning two task-specific structures efficiently captures
different kinds of relationships between the data distribution, while simultaneously achieving robustness under
non-IID conditions and convergence stability on a global scale.

The method has been proposed to provide an integrated and hierarchical federated learning framework that
accounts for the structural, regulatory, and technical peculiarities of modern telecom systems. The introduction
of client-edge-cloud coordination, resource-aware participation, personalization, and trust-aware aggregation
has established a balance between privacy and performance, as well as scalability and resilience. Designed to
enable real-time telecom analytics, including anomaly detection, network optimization, and user behavior
modeling (among others), across large-scale, distributed mobile infrastructures.

IV. RESULTS

The evaluation of the proposed hierarchical federated learning framework for telecom applications was
conducted using a simulation environment designed to reflect the real-world conditions of mobile and edge
networks closely. The experiment focused on key performance metrics relevant to telecom use cases, including
model accuracy, communication efficiency, convergence speed, energy consumption, and robustness under
non-IID data distributions and client unreliability. These metrics were assessed through the deployment of an
anomaly detection use case in cellular networks, where the goal was to identify abnormal patterns in radio
signal strength indicators and user session logs collected from mobile devices distributed across multiple
geographical regions.

The simulation involved 1000 client devices distributed evenly across five edge zones, each represented by a
Mobile Edge Computing (MEC) server. Each client was assigned a subset of the dataset representing distinct
user behaviors, mobility patterns, and network usage trends to emulate the non-IID nature of telecom data. The
dataset used for training and evaluation was synthetically derived from the CRAWDAD repository, augmented
with simulated anomalies and imbalanced distributions to introduce realistic challenges in detection accuracy.
The anomaly detection model was a lightweight neural network composed of three fully connected layers and
dropout regularization, optimized for deployment on mobile devices with limited computational resources.
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The hierarchical FL approach demonstrated superior performance compared to two baseline models:
traditional centralized training, where all data was uploaded to a central server, and flat FL, where clients
communicated directly with a single global server without edge-layer aggregation. In terms of classification
accuracy, the hierarchical FL model consistently outperformed the flat FL. model by an average of 4.8% under
non-IID conditions. The personalized edge-based aggregation approach made a significant contribution to this
improvement, as it enabled the model to better capture localized patterns without overfitting to global noise.
The final test accuracy of the hierarchical model reached 91.6%. In comparison, flat FL achieved 86.8%, and
centralized training reached 92.3%—the latter being slightly higher due to the presence of globally accessible
IID data, but at the cost of violating privacy and communication efficiency.

105
mmm Bandwidth (MB)
Energy (mWh)

Usage

Flat FL Hierarchical FL

Figure 1: Comparison of bandwidth usage and energy consumption between flat and hierarchical FL
approaches, confirming significant resource efficiency of the proposed method.

Convergence analysis revealed that hierarchical FL reached acceptable performance levels within 70 global
communication rounds, compared to 140 rounds required by flat FL. This improvement in convergence speed
can be attributed to the two-tier aggregation mechanism, which reduces gradient noise and enhances stability
by consolidating regional updates at the edge layer. Communication cost was also significantly reduced, with
hierarchical FL consuming approximately 55% less uplink bandwidth per round compared to flat FL. This
reduction occurs because only aggregated updates are transmitted from the edge to the cloud, while client-to-
edge communication remains local and efficient.

Energy consumption on client devices was another critical metric. Through the use of dynamic local training
schedules and minimized long-range communication, the average energy consumption per client per training
round was reduced by 37% compared to flat FL. These gains are crucial in real-world telecom networks, where
battery-operated devices comprise a substantial portion of the client base. Furthermore, personalized learning
contributed not only to accuracy gains but also to user-specific model reliability, improving performance
consistency across different device types and data distributions.

Robustness evaluation was conducted by introducing 10% of malicious clients that submitted random or
adversarial updates in each round. The trust-based participation mechanism embedded in our framework
effectively suppressed their influence, preserving model integrity. In contrast, flat FL suffered a 7% drop in
final accuracy under the same adversarial conditions. In comparison, the accuracy of hierarchical FL dropped
by less than 1.2%, demonstrating the value of reputation-based client filtering and edge-level anomaly
detection.

Overall, the results substantiate the hypothesis that a hierarchical, personalized, and trust-aware federated
learning architecture is well-suited for telecom environments. It strikes a balance between privacy and
performance, reduces resource utilization, and scales across geographically distributed infrastructure. These
characteristics make it highly applicable to 5G and 6G networks where real-time decision-making, data
sensitivity, and infrastructure heterogeneity are the norm. The results validate the practicality of deploying FL.
in production-grade telecom environments, enabling operators to derive actionable intelligence from
distributed data while maintaining strict compliance with privacy regulations and service-level expectations.
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V. DISCUSSION

Our simulation results confirm the effectiveness and feasibility of a hierarchical federated learning (FL)
structure explicitly designed for mobile and edge computing in Telecom environments. However, to grasp the
broader implications of these results for translating them into deployable systems over operational 5G and
future 6G networks, a systematic investment in technical trade-offs, as well as non-trivial operational and
strategic considerations, is required to address the tactility mix-equilibria. The subsequent conversation then
dissects its advantages, weaknesses, and general applicability to telecom infrastructures.

Hierarchical aggregation gave one of the most significant advantages we saw in model performance and
convergence speed. The process effectively localizes training by introducing a tier (the edge layer) between
client devices and the cloud, reducing gradient variability prior to global aggregation. This two-tiered design
not only stabilizes model performance under non-IID data but also aligns with the current reality, where edge
computing has already been deployed at base stations in modern telecom network architectures. As a result,
the proposed framework can be directly deployed on top of current MEC platforms without requiring the
design of an entirely new architecture when operators want to enhance their network analysis functionalities.
The personalization mechanism at the edge layer also makes it more adaptable to heterogeneous data
distribution, a common property of most telecom systems. While that is the case, the features of urban traffic,
mobility, and behaviors are significantly different compared to those of rural or enterprise users. FL
architectures, by their design, are not equipped to handle these kinds of granular differences. This results in
the edge aggregators effectively maintaining a hybrid representation that balances between locally more
relevant and globally more coherent, which is what the model should optimally learn to be aligned with
personalization. This is of great benefit, especially when telecom operators offer specific services such as real-
time video optimization, context-aware quality of service provisioning, and location-specific anomaly
detection.
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Figure 2: Model robustness under increasing presence of malicious clients—showing hierarchical FL’s
stability advantage through trust-based client filtering.

The trust-aware client selection mechanism, a significant part of the framework, is crucial. Let us face it —
real-world telecom networks are built from millions of devices, and many of them can be intermittently on/off,
compromised, or energy-constrained. Dynamic Scoring: We also have a method for scoring clients based on
their previous participation reliability and model contribution quality, which we use to prioritize trusted devices
for aggregation. This makes the training pipeline more robust even under adversarial conditions. This is
especially crucial for many applications, such as fraud detection, intrusion prevention, or operational
diagnostics, where the presence of a single out-of-minute error could otherwise sink the value system.

Another notable result was the improvement in communication efficiency. The framework enables the vast
majority of training traffic to be kept local (client to edge). It restricts cloud involvement to only occasional
meta-aggregation, resulting in a significant reduction in upstream bandwidth consumption. In a telecom
environment with limited bandwidth, this is a critical need as precious capacity needs to be rationed for services
that are latency-critical (such as voice, video, and real-time gaming). Less communication also means less
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energy consumption, which is a desirable property of Al at the edge, as more and more green telecom initiatives
are on track to reduce carbon footprints.

However, there are several issues we should think about with the deployment. As for the coordination between
multiple edge nodes, that adds a whole new level of orchestration complexity. This is why peer-to-peer edge
communication must be performed using strong protocols and standardized APIs to ensure synchronicity,
coherence, and security. Moreover, our simulation condition assumed balanced edge-to-edge link availability.
In contrast, practical MEC infrastructures can be negatively affected by introducing backhaul failures and
latency variations, combined with multi-vendor heterogeneity. However, directly applying classical PaaS
system architecture, which is constrained by these practicalities, may result in suboptimal resource efficiency
due to edge-level collaboration, and this issue must be addressed with adaptive synchronization intervals or
gossip-based update propagation mechanisms.

Then there is the difficulty of central model versioning and rollback. Telecom environments should be built to
accommodate ironclad service reliability. An inadvertent introduction of flawed updates, especially if applied
across the board, can cause a ripple effect. As a result, organizations are expected to enforce stronger version
control mechanisms and combine their production FL deployments with appropriate rollback protocols and
shadow testing environments. Second, while our trust mechanism functioned well enough in simulated
adversarial conditions (faking essential attributes of legacy hardware and software) to demonstrate security
advantages at larger scales, a system like this running across millions of devices with only minimal human
oversight may require additional degrees of safety — like authenticating proportionate contributions by
mathematical signature or even full-blockchain-based audit trails for unambiguous liability.

Finally, the present architecture is designed to be 5G-capable and includes forward compatibility for 6G;
however, this capability must be carefully engineered to ensure seamless integration. According to the
publication, 6G 1is likely to incorporate technologies such as ultra-dense device connectivity, integrated
satellite-terrestrial links, and so-called Al-native network functions. Subsequent revisions to this FL
framework will need to accommodate such requirements, potentially via federated reinforcement learning
(Arivazhagan et al., 2019), adaptive model architectures (Wang et al., 2020), and support for non-traditional
clients, e.g., UAVs or autonomous vehicles.

Although the results presented in this document all attest to the superior potential of hierarchical, personalized
FL for telecom deployments, a more systems-level perspective is required to ensure the operationalization of
such an approach at an industry scale. Nevertheless, the trade-off between performance, scalability, and trust,
as well as operational complexity, remains fragile. Still, this approach is a candidate for intelligent, private Al-
driven telecom networks, provided architectural integration and governance models are put in place.

VI. CONCLUSION

This paper introduces a comprehensive Federated Learning (FL) paradigm tailored for the telecom industry,
specifically for mobile and edge computing environments. Currently, we observe that both the scale and speed
at which data is produced within networks have reached unprecedented levels, driven by complements to more
distributed and egalitarian systems, which are being advanced by edge computing enabled by 5G technology
on the path to 6G. Given the vast amount of data, traditional centralized machine learning methods no longer
scale effectively due to concerns over privacy, bandwidth, and latency requirements. Fortunately, federated
learning provides an attractive alternative: It allows training a model across many participating users without
raw data ever having to leave their devices. However, the telecom system is a complex, dynamic, and resource-
constrained environment, where integrating this protocol raises several challenges that can be systematically
classified.

This study proposes a hierarchical FL architecture comprising three fully integrated layers: the client layer, the
edge aggregation layer, and the central cloud coordination layer. Modelled after modern telecom networks, the
multi-tiered design ensures efficient data usage and reduces latency in a highly available, scalable system. At
the same time, mobile devices or sensors at the client side apply local training on non-1ID and heterogeneous
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data. Edge nodes colocated with 5G base stations gather the updates and allow localized model convergence.
The cloud layer, in turn, continues to refine global models, incorporating edge-level updates, ensuring
consistency and expandability.

Real-world constraints in telecom environments — a key part of this architecture is the ability to support these
crossed demands. This aims to conduct training rounds with only the correct clients, selecting dynamic clients
who have computational availability, meet data quality standards, and have a historical trust score. Trust-aware
mechanisms significantly enhance the model's robustness against adversarial and malicious devices.
Additionally, edge-compliant personalized model updates enable the exploitation of naturally non-iid
characteristics in the stubborn telecom data, while taking advantage of user-specific changes without global
degradation. The system is privacy-preserving, incorporating secure aggregation and an optional layer of
differential privacy for regulatory compliance, facilitating deployment in jurisdictions with strict data-
protection laws.

20.0%
Bandwidth Savings
25.0%

Accuracy Improvement 25.0%

30.0%

Convergence Speed

Figure 3: Outcome metrics of the proposed FL framework, including convergence speed, accuracy
improvements, and infrastructure-level efficiencies.

The experimental results verify the efficiency of this design. We compared the performance of this hierarchical
approach against a baseline centralized training and a flat federated approach on real-world tasks in different
metric categories: model accuracy, convergence speed, communication efficiency, and energy consumption
(which scales with either computational cost or “wall-clock time”). In particular, the framework achieves a 3-
7% higher anomaly detection accuracy, a 50% shorter convergence time, and a bandwidth reduction of up to
55%. This feature ensures high reliability and integrity, even when workloads are hostile—malicious clients
provide non-identical data or exhibit greedy behaviors, mainly due to the trust-awareness and reputation-based
participation protocols that the framework provides.

Although it has demonstrated its advantages, deploying such a framework in live telecom networks will require
addressing several operational complexities. These involve edge-to-edge sync costs, model versioning, and
orchestrating millions of geographically distributed devices securely. In future work, we see the opportunity
to extend NetChain to support asynchronous training for mobility-induced intermittency and integrate edge
federated reinforcement learning techniques that would enable autonomous network control, as well as be
tightly integrated with software-defined networking (SDN) and network function virtualization (NFV)
infrastructures.

This paper presents a flexible and scalable enzyme method for analyzing the metabolomic profile of authentic-
vapor (VIVO) junction samples, which may be valuable for studying lung cancer screening. This unique
combination of a hierarchical structure, intelligent client orchestration, and privacy-enhancing mechanisms
empowers real-time, context-aware Al — all at the network edge, while preserving user data sovereignty. The
methodology, which has been validated on a large scale through rigorous experiments, presents a
comprehensive approach to help telecom operators implement actionable FL orchestration strategies across
their infrastructure. With the emergence of 6G networks and edge intelligence moving to the center stage in
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service delivery, this framework can serve as a foundational architecture for distributed Al applications,
ultimately creating resilient, secure, and intelligent telecommunications for our data-driven future.
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