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Abstract

Developing ECUs (Electronic Control Units ) has been integral to advancing embedded systems in the
aerospace and automotive industries[8]. Over the past decade, the industry has made significant
efforts to improve the efficiency and accuracy of ECU validation using simulation technologies such
as Model-in-the-Loop (MIL) and Software-in-the-Loop (SIL). These techniques enable early
validation of ECU software and control algorithms, ensuring that embedded systems meet functional
and performance requirements before integration with hardware. This paper examines the evolution
of ECU validation techniques, mainly focusing on how simulation-based testing has evolved over the
last decade and how some of these methodologies can be effectively applied to In-Flight
Entertainment (IFE) systems. IFE providers can use simulation tools to test communication protocols
and system integration to reduce validation time, increase software quality, and ensure seamless
interaction between ECUs and cabin management systems. The paper also discusses how ecu
simulators can be effectively used in the design and integration phase by suggesting an approach and
talking about theoretical results it can achieve.
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I. INTRODUCTION

IFE (In-Flight Entertainment) systems are becoming more complicated by the day. It is not only used for
entertainment via streaming new movies and playing songs but also crucial for critical services like passenger
announcements, seat adjustments, lighting controls, and power management for PEDs (Personal Electronic
Devices). At the heart of the IFE systems are ECU (Electronic Control Unit). They manage communication
between various cabin components through software interfaces to provide the customer with all the above
functionalities. Usually, validating ECUs in IFE systems has been a complex and resource-intensive process.
The need for a highly reliable testing process for both hardware and software has led to the adoption of many
simulation-based validation techniques. By the late 1990s and early 2000s, advancements in MIL (Model-in-
the-Loop) and SIL (Software-in-the-Loop) testing provided more efficient methods for validating ECU
software, particularly in industries like aerospace and automotive. This paper analyzes the trends in ECU
simulator validation, concentrating on the role of MIL and SIL in improving the software development
workflow. Furthermore, with a use case study, we discuss how these techniques, particularly protocol
simulators, can be adapted to IFE to get high-quality software while reducing lead times and making system
integration more productive.
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1. EvOLUTION OF ECU VALIDATION AND SIMULATOR TRENDS

A. Early Approaches

In earlier days, all ECU validation efforts focused on testing physical ECUs in simulated real-world
environments. Although this type of hardware-in-the-loop (HIL) testing effectively uncovered integration
issues, it proved expensive and time-intensive. The aerospace and automotive industries have begun
developing alternative approaches that allow for early detection of design flaws before hardware is involved.

B. Emergence of Model-in-the-Loop (MIL) and Software-in-the-Loop (SIL)

The Model-in-the-Loop (MIL) and Software-in-the-Loop (SIL) techniques were developed to improve the
efficiency of testing embedded systems by enabling the simulation of software and control algorithms
without requiring physical hardware.

e MIL testing became popular in the late 1980s and early 1990s. It allowed engineers to test the
mathematical models of control systems in a simulated environment before writing the actual
software. For example, Simulink, developed by MathWorks, emerged as a dominant platform for
simulating models of embedded systems and control algorithms. This was particularly useful for
aerospace and automotive applications requiring robust, real-time control algorithms.

o SIL testing was an extension of MIL, emerging in the early 1990s. SIL testing allows for the actual
software or parts of the software to be executed within a simulated environment. This allows
engineers to test software behavior, verify algorithm correctness, and ensure that communication
protocols are adhered to, all without relying on physical hardware. This kind of testing became the
norm for validating automotive ECUs and control systems in the aerospace industry. This made it
possible to create a process where software is validated early in the development and requirements
phase.

o Key Milestones in the Development of SIL and MIL Techniques:

o 1980s - Early Research: Initial research into simulation-based testing and model-based
design in control systems.[7]

o 1990s - Emergence of MIL and SIL: MIL and SIL techniques gain traction in aerospace and
automotive industries, aided by tools like Matlab and Simulink[4].

o 2000s—Widespread Adoption: MIL, SIL, and HIL testing became standard practices in
industries  developing safety-critical systems, significantly as simulation tools
improved.[1,3,5]

o 2010s—Advanced Tools and Real-Time Testing: Advanced simulators and real-time testing
environments (e.g., Simulink Real-Time) are becoming more widely adopted for validating
complex embedded systems|[6].

I11.PROTOCOL SIMULATION AND EMBEDDED SYSTEM VALIDATION.

Parallel to all the developments happening in MIL and SIL space, many advancements were made in
protocol simulation as well, which in turn became essential for validating the communication between
various embedded systems.Protocols such as CAN, RS485, 12C, and SPI are fundamental to the operation of
ECUs, particularly in complex systems like IFE.
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e CAN protocol simulation became widely adopted in the automotive industry in the early 2000s to test
communication between ECUs in vehicles where reliable data exchange is critical for real-time
control systems.

e Similarly, RS485 and 12C simulators were employed in industrial applications and later found their
way into IFE systems.

The ability to simulate these protocols allowed both ECU vendors and IFE providers to independently test the
software and hardware components, ensuring compliance with the relevant communication standards before
integration.

Table 1 below lists commonly used protocols, how they are generally used in industry, and how they apply to
IFE

TABLE I. PROTOCOL SUMMARY COMPARISON

Power

Protocol Primary Use Speed Consumption Distance Typical IFE Usage

CAN Real-time control in High (up Moderate to Short (up Seat control,
automotive, to 1 Mbps) High to 40 lighting, cabin
industrial, and meters) management
aerospace systems systems, emergency

systems

12C Low-speed Low (up to Low Short (up Seatback
communication with 1 Mbps) to 1-2 entertainment, small
peripheral devices meters) peripheral devices,
and sensors seat modules

RS485 Long-distance, Moderate Low to Long (up Seat control, cabin
robust (up to 10 Moderate to 1,200 management, power
communication in Mbps) meters) distribution, multi-
industrial and device

control systems communication

IV. APPLICATION OF ECU SIMULATOR VALIDATION TO IFE SYSTEMS

A. Communication Protocols in IFE Systems

IFE systems rely heavily on communication protocols for managing various cabin subsystems, such as
seat control, lighting and power management. The most commonly used protocols include CAN, RS485, 12C,
and SPI. Testing the software and hardware interfaces that use these protocols is critical to ensuring
seamless integration and functionality within the IFE environment.

o CAN Bus Simulation: CAN is widely used in aerospace for its ability to handle robust and real-time
communication. A CAN bus simulator can be used to test the communication between ECUs
controlling cabin lights, seats, and other systems before hardware is integrated.

e RS485 and 12C Simulation: RS485 and 12C are often employed for systems that control seat
recliners, lighting, and emergency devices. RS485 simulators allow IFE providers to test the
simulation of multiple seat control systems in a cabin.

B. Benefits of Using MIL and SIL for IFE Systems
Applying MIL and SIL methodologies to IFE systems can yield significant benefits, including:

1. Reduced Lead Time for System Integration: IFE providers can quickly identify potential
software and protocol issues using simulation-based testing techniques before integrating the
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hardware. This allows for faster integration of new cabin management and entertainment
systems.

Improved Software Quality: Improved Software Quality: SIL validation allows for the early
identification of software bugs, protocol mismatches, or timing errors, thus improving the
overall reliability and safety of IFE systems. In particular, simulators can validate real-time
data exchanges, which are critical for safety and customer experiences in flight.

Testing for Protocol Compliance: ECUs and IFE software must follow various documents to
meet Airline standards. Protocol simulators can ensure each component's compliance with
various documents and provide a more effortless integration experience.

Cost-Effective Validation: Simulators reduce costs by eliminating the need for expensive and
less time-efficient hardware testing.

Early Fault Detection and Debugging:One key advantage of MIL and SIL is the ability to
simulate fault conditions and system responses before physical deployment. For example,
simulating power failures, communication breakdowns, or protocol mismatches can ensure
that the IFE system remains operational in critical situations, improving safety and making the
flight journey less risk-averse.

Early Fault Tolerance and Safety:MIL and SIL systems can simulate real-world failure
conditions such as power failure, communication breakdown and software errors. IFE
providers can gracefully handle these failures by evaluating how the system responds to these
faults without adverse customer interruptions and disturbances. This can enhance safety,
particularly for critical systems such as emergency power and seat control mechanisms.

V. Use CASE STuDY: ECU SIMULATORS ENHANCING IFE SYSTEM INTEGRATION AND VALIDATION

A. Problem Statement

In IFE systems that use ECUs, the validation process is shared between the ECU vendors and the IFE
providers, with each handling their validation steps. Even though these procedures are separate, there is still a
high risk of mismatches between the ECUs and the IFE software. This is primarily because of the following
reasons described below.

Protocol Implementation Incompatibilities: Each vendor may follow different communication
standards (e.g., CAN, RS485, 12C, SPI) for their respective systems, making it challenging to ensure
that all components are fully compliant with each other.

Lack of Integration Between Parties: Without a common testing platform, it is challenging for ECU
vendors and IFE providers to independently test their components in a manner that ensures they will
operate correctly together once integrated into the final system.

Complex Documentation and Standards:There is a large number of documentation regarding
protocol specifications in IFE that can sometimes make it unclear how different parts of systems
should communicate, which could lead to an increased risk of integration issues.

B. Solution Overview

By developing simulators for various protocols such as CAN, RS485, 12C, and SPI, it is possible to
ensure the highest quality of software for all parties involved.
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ECU and IFE provider. This ensures that both sides' software stack complies with the agreed
standards.

e Testing for Compatibility: Using these simulators, the IFE provider can test their own hardware to
see if it matches the communication standards. This way, they can test their software. Similarly, they
can test with actual hardware and note behavioral differences like timing and responses. If anything is
different, the ECU vendor can also leverage the simulator to reproduce the issues reported by the IFE
provider and fix their software.

« This process ensures the highest quality of software, minimizes deployment lead times and allows for
the early identification of integration issues in the field. Protocol simulators make identifying the root
cause of issues in post-deployment scenarios easier, ensuring that IFE systems perform reliably once
installed in aircraft.
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Fig. 1. Solution diagram

C. Methodology

In establishing a structured methodology for using an Electronic Control Unit (ECU) in In-flight
Entertainment (IFE) systems, the steps described below can be followed to achieve smooth and seamless
integration. This process supports enhancing the development and testing frameworks used in evolving IFE
systems in the aviation industry.

o Documenting requirements: The first step of the process is to gather aircraft documents and IFE-
related communication documents. We do not have to worry about the internals of the ECU; we are
only concerned with how the ECU interacts with IFE software. Depending on Boeing or Airbus, the
requirements and behavior of the ECU might change, so we should take this into account.

o Selecting Protocols to Simulate: The next step is to identify the physical communication protocol that
will be used between IFE and ECU since it is essential to mimic the real-world environment as
closely as possible

o Timing Requirements: Gathering all the timing requirements from the various documents is essential.
Some commands and responses must sometimes be received or sent within a timeframe.
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« Designing Simulator: Once the requirements and protocols are identified, the simulator needs to be
developed that can run on a local machine by connecting the physical interface of the IFE device to
this machine

e Testing: Once the simulator has been designed, the IFE software and simulator are tested to record
any results. Once these results are collected, they are compared to actual requirements, and at this
stage, any deviation means IFE-related software needs to be changed to fix it.

o Corner Case Testing and Inducing Faults: It is important to note that certain corner cases need to be
tested when imitating the ECU. For example, the ECU simulator can purposely issue a command
response with one of the bytes mismatched, issue a continuous command response at a time interval
more than what is mentioned in the requirement, not respond to a command, and see whether the
fallback mechanisms are working correctly. This helps ensure that IFE software behaves as expected
in all corner cases before testing with real ECU hardware.

« Data Collection and Metrics: As part of the process, it is also important to record data over some time
to assess the reliability and performance of the IFE software

o Compare With Existing ECU Hardware: The IFE software is ready for deployment once the above
steps are completed. The IFE provider can check this with an actual physical ECU to see if the
behavior matches the requirements. If there is any deviation, this can be feedback to the ECU team,
and they can use the simulator to cross-verify the results and their fixes.

D. Results

The process described above can be applied using ECU simulators to uncover several vital insights. These
findings would focus on critical performance metrics, compatibility factors, and the overall effectiveness of
the simulators across various scenarios. The results are essential for assessing how well current simulators
meet the demands of modern IFE systems and identifying areas that may require improvement.

The simulators need to be evaluated based on their ability to replicate real-world operational conditions,
providing valuable insights into their processing power, reliability, and compatibility with existing IFE
infrastructure.

Following the process described above, we could discover some potential issues early, as mentioned in the
examples below.

1) The recliner's status on ECU and IFE is different because one of the bytes in the message does not match
the expectation on a recliner response command, and the mechanism on IFE to handle such a message needed
to be appropriately implemented. This could lead to incompatibility issues and potentially prevent the recliner
from working for the passenger. The goal is to avoid diving deep into why the ECU sent a mismatched byte
and ensure the fallback mechanisms are working correctly.

2) Jerky motion when sending continuous headrest commands to the ECU because some commands are
being sent outside the allocated time interval, or the ECU is responding after the required time interval, and
the timeouts are not being handled properly.

3) ECU is reporting faults, but IFE software is not detecting and flagging them, resulting in important status
about the ECU being lost and, as a result, not providing the ideal documented passenger experience
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E. Future Trends and Developments

e Real-Time Simulation and Mixed-Mode Testing: As IFE systems become more complex, the
demand for real-time simulation will increase. Advances in real-time simulation environments that
integrate MIL and SIL with HIL testing could allow for seamless software and hardware parallel
testing. This would enable IFE providers to simulate all system components (software, hardware,
and protocols) in real-time.

e Cloud-Based Simulations: The rise of cloud computing offers exciting possibilities for simulation
in IFE systems. Cloud-based simulation platforms could allow IFE vendors to share testing
environments and simulators, resulting in more open, efficient and faster testing and development
cycles across different companies and aircraft.

e Standardization of Simulation Software: As the IFE industry evolves, there may be a growing
need to adopt uniform software and simulator frameworks. Adopting the standard practices
described in this paper and converting to common software frameworks in the future could lead to
better reliability and consistency across systems.

VI.CONCLUSION

MIL and SIL simulation techniques in validating ECU software and communication protocols are valuable
methodologies for IFE system development. By simulating the protocols and hardware interfaces, IFE
providers and ECU vendors can work together to create systems with more excellent compatibility and
reliability. This fastens the system integration process and de-risks any costly failures or operational
disruptions during flight. As simulation technology continues to evolve, the role of simulators in IFE system
validation will only grow, helping to create safer, more reliable, and cost-effective systems for the aerospace
industry.
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